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Abstract

Dynamictestgenerations a form of dynamicprogramanalysis
that attemptsto computetest inputs to drive a programalong
a speci ¢ programpath. Directed AutomatedRandomTesting,
or DART for short, blendsdynamictest generationwith model
checkingtechniqueswith the goal of systematicallyexecutingall
feasibleprogrampathsof a programwhile detectingvarioustypes
of errorsusingrun-time checkingtools (like Purify, for instance).
Unfortunately systematicallyexploring all feasibleprogrampaths
doesnotscaleto large, realisticprograms.

This paperaddressethis majorlimitation andproposedo per
form dynamictestgeneratiorcompositionallyby adaptingknowvn
techniquedor interprocedurattaticanalysis.Speci cally, we in-
troducea new algorithm,dubbedSMARTfor Systematidviodular
AutomatedRandomTesting that extendsDART by testingfunc-
tionsin isolation,encodingtestresultsasfunction summariesx-
pressedising input preconditionsand output postconditionsand
thenre-usingthosesummariesvhentestinghigherlevel functions.
We shaw that,for a x ed reasoningcapability our compositional
approacho dynamictestgeneratiofSMART) is both soundand
completecomparedo monolithicdynamictestgeneratiofDART).
In otherwords,SMART canperformdynamictestgeneratiorcom-
positionallywithout ary reductionin programpath coverage We
alsoshaw that,given a boundon the maximumnumberof feasible
pathsin individual programfunctions,the numberof programexe-
cutionsexploredby SMART is linearin thatbound while thenum-
ber of programexecutionsexploredby DART canbe exponential
in thatbound.We presenexamplesof C programsandpreliminary
experimentalresultsthat illustrate and validate empirically these
properties.
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1. Intr oduction

Givenaprogram , sayaC programwith a million linesof code,
with a setof input parameters, wouldnt it be niceto have atool
that could automaticallygeneratea setof input valuesthatwould
exercise say evenonly 50%of thecode?

This problemis called the test generationproblem, and has
beenstudiedsincethe 70's (e.g.,[Kin76, Mye79). Yet, effective
solutionsandtoolsto addresshis problemhave proven elusie for
thelast30years Whathappened?

Thereare several possibleexplanationsto the currentlack of
practically-usablejndustrial-strengthtools addressinghis prob-
lem.First,theexpensve sophisticategrogram-analysitechniques
requiredto tacklethe problem,suchassymbolicexecutionengines
and constraintsolvers, have only becomecomputationallyafford-
ablein recentyearsthanksto the increasingcomputationapower
available on moderncomputers.Second this steadyincreasein
computationapower hasin turn enabledecentprogressn theen-
gineeringof morepracticalsoftwaremodelcheclers,moreef cient
theoremprovers,and,lastbut not least,more preciseyet scalable
staticanalysigools.Indeed automaticcodeinspectiortoolsbased
on staticprogramanalysisareincreasinglybeingusedin the soft-
wareindustry(e.g.,[BPS0Q HCXEQ2]).

Progresson practicaltest-generatiomools basedon automatic
programanalysishas been arguably slow, until recently where
therehasbeena renaved interestfor this problem(e.g.,[BKM02,
BCH 04, VPKO04, CS05,GKS05,CEO5]). Work in this areacan
roughly be partitionedinto two groups:static versusdynamictest
generation.

Statictestgeneratione.g.,[Kin76]) consistsof analyzingthe
program  statically by exclusively using symbolic execution
techniquego attemptto computeinputsto drive  alongspeci ¢
executionpathsor brancheswithout ever executingthe program
Unfortunatelytheapplicabilityof this approachs severelylimited
whenthe program  containsstatementsvhosebehaior cannot
be predictedstaticallywith symbolicexecution.

Dynamic testgeneration(e.g.,[Kor9()) consistsof executing
the program , typically startingwith somerandominputs,gath-
eringsymbolicconstrainton inputsalongthe execution,andthen
usinga constraintsolver to infer variantsof the previousinputsin
orderto steerthe next executionof the programtowardsa speci ¢
programstatementThis processs repeatedintil agiven nal state-
mentis reachedr aspeci ¢ programpathis executed As obsered
in [GKSO05] and explainedin detail in the Section2, given some
x ed symbolic executionand constraintsolving capabilities,dy-
namictestgeneratiorgeneralizestatictestgenerationandcanal-
leviatetheinherentimitationsof symbolicexecutionby usingcon-
cretevalues availableat runtime,to simplify symbolicexpressions
thatarebeyondthescopeof thegivenconstrainsolver. In practice,
dynamictestgeneratiorseemanoreeffective thanstatictestgen-



erationasit cansometime®asilyhandleprogramdor which static
testgenerations totally helplesqseeSection2).

Directed AutomatedRandomTesting[GKSO05], or DART for
short, is a recentvariant of dynamictest generationthat blends
it with modelcheckingtechniquesvith the goal of systematically
executingall feasibleprogrampathsof a programwhile detecting
varioustypesof errorsusingrun-timecheckingtools (like Purify,
for instance) Unfortunately systematicallyexploring all feasible
programpathsdoesnot scaleto large, realisticprograms.

This paperaddressethis majorlimitation andproposedo per
form dynamictestgeneratiorcompositionallyby adaptingknowvn
techniquedor interprocedurastaticanalysis(e.g.,[RHS95]) that
have beenusedto male staticanalysisscalableto very large pro-
gramg(e.g.,[BPS0Q HCXE02,DLS02,CDWO04]). Speci cally, we
introduceanew algorithm,dubbedSMARTor Systematidodular
AutomatedRandomTesting that extendsDART by testingfunc-
tionsin isolation,encodingtestresultsasfunction summariesx-
pressedising input preconditionsand output postconditionsand
thenre-usingthosesummariesvhentestinghigherlevel functions.
We shaw that,for a x ed reasoningcapability our compositional
approacho dynamictestgeneratiofSMART) is both soundand
completecomparedo monolithicdynamictestgeneratioffDART).
In otherwords,SMART canperformdynamictestgeneratiorcom-
positionally without ary reductionin program path (and hence
branch)coverage We alsoshaw that, given a boundon the max-
imum numberof feasiblepathsin individual programfunctions,
thenumberof programexecutionsxploredby SMART is linearin
that bound,while the numberof programexecutionsexplored by
DART canbe exponentialin thatbound.We presentexamplesof
C programsandpreliminaryexperimentatesultsthatillustrateand
validateempiricallythesepropertiesTo thebestof our knowledge,
SMART is the rst algorithmfor compositionablynamictestgen-
eration.We claim thata SMART searchis necessaryo malke the
“DART approach’scalableo large programs.

This paperis organizedasfollows. In Section2, we comparén
detailthe staticanddynamicapproacheto testgenerationThen,
we recall the DART searchalgorithm of [GKS05] in Section3.
We then introducethe SMART searchalgorithm and discusses
its correctnessand compleity. Section5 discussesxamplesof
programsand experimentalresultscomparingthe performanceof
DART andSMART. We concludewith someadditionalremarksn
Section6 andby discussingtherrelatedwork in Section?.

2. Background
2.1 ProblemDe nition

Considera sequentialdeterministiqprogram  consistingof a set
of programstatements (assignmentgestsloops,etc.).Givenan
input , computesiuniquevalue (alsocalledoutpu)
where denotesheexecutionof inducedby . Theproblem
of testinputgeneation is de ned asfollows.

DEeFINITION 1 (TestlnputGeneration) Givena statement
of a program , computeaninput sud thatthe execution
of inducedby readesstatement.

A variantof the previousde nition is asfollows.

DEFINITION 2 (TestSuiteGeneration)Givena program  with

aset of statementssomputea setof inputs  sud that, for all

statement in |, therisaninput in sud that the execution
of inducedby readesstatement.

It is interestingto obsere how effective randomtesting can
bein solving eachof thesetwo problems.Randomtestingsimply
meanschoosinganinput randomly It is a simpleandwell-knowvn

technique(e.g.,[BM83]), which in practicecansometimesere-
markablyeffective at nding softwarebugs[FMO0O].

PropPosITION 1. If
onestatemenin  with

denotegheprobability of reading ary
randominputs,wehave

(whee denotedogical implication).

This propositionimplies that randomtestingis in generalmore
likely to solve the secondproblemof testsuitegeneratiorthanthe
rst problemof testinputgeneration.

Still, thepower of randomtestingis limited to addresshelatter
problem.

PROPOSITION 2. If
thestatementsn  with

denotesheprobability of reacingall
randominputs,we have

Intuitively, thelargertheset of statementghelesslikely random
testingwill beableto coverthemall.

Althoughobviously if , increasing

doesnotnecessariljncrease  muchin practice Forinstance,

the branchof the conditionalstatement

" hasonly one chanceto be exercisedout of if isa32-
bit integer programinput that is randomlyinitialized. In practice,
this meanghatrandomtestinghasvirtually no chanceto exercise
the branchof that conditionalstatementThe limitations of
randomtestingarewell-known (e.g.,[OH96)).

In whatfollows, testgeneation will denoteboth problemsun-
lessotherwisespeci ed.

2.2 Static TestGenerationis Often Ineffective

The rst approacho testgeneratiorwas proposedabout30 years
ago[Kin76]. It consistof analyzingthe program  statically, by
exclusively usingsymbolicexecutiontechniquedo try to compute
appropriatdnputs to drive  alongspeci ¢ executionpathsor
brancheswithoutever executingthe program

More precisely the idea is to symbolically explore the tree
of all computationsa programexhibits when all possiblevalue
assignment$o input parametersre consideredFor eachcontmol
path , thatis, a sequenceof control locationsof the program,
a path constaint is constructedthat characterizeshe input
assignmentfor which theprogramexecutesalong . All thepaths
canbeenumeratedby a searchalgorithmthatexploresall possible
branchesat conditionalstatementsThe paths for which  is
satis ablearefeasibleandarethe only onesthatcanbe executed
by the actualprogram.The solutionsto exactly characterize
the inputs that drive the programthrough . Assumingthat the
theoremprover usedto checkthe satis ability of all formulas
is soundandcompletethis useof staticanalysisamountgo akind
of symbolictesting.

Unfortunately this approachdoesnot work wheneer the pro-
gram containsstatementsnvolving constraintsoutsidethe scope
of reasoningf thetheoremprover, i.e., statementsthat cannotbe
reasone@boutsymbolically”. This limitation is illustratedby the
following example.

Assumethatthe function cannotbe reasonedboutsymbol-
ically. Formally, this meanghatit is in generaimpossibleto gen-
eratetwo valuesfor inputs and thatareguaranteedo satisfy
(or violate) the constraint . Note that, if is



a hashor cryptographicfunction, it hasbeenmathematicallyde-
signedspeci cally sothatsuchreasonings impossible.

In this case,static test generationcannotgeneratetest inputs
to drive the executionof this programthrougheither branchof
the conditionalstatementn line 5: statictestgenerationis totally
helplesdor aprogramlik e this.

The practicalimplication of this simple obsenration is signi -
cant: statictestgeneratioras proposeddy King 30 yearsagoand
discussedn mary paperssincethen (e.g., see[Mye79, Edv99
BCH 04, VPK04,XMSNO05, CS05])is doomedo performpoorly
wheneer symbolicexecutionis not possible.

The above limitation would not be severeif conditionalstate-
mentsbeyondthe scopeof theoremprovers, like
wererarein practice Unfortunatelysuchstatementare@(tremely
frequentin systemsodewrittenin programmindanguagesike C
and C++. Indeed,thoseprogramstypically involve comple pro-
gram statementgpointermanipulationsarithmeticand bit-vector
operationsgetc.),and mary calls to operating-systenand library
functionsthatarehardor impossibleto reasoraboutsymbolically
with goodenoughprecision.

2.3 Dynamic TestGenerationis Mor e Powerful

A secondapproachto testgenerationis dynamictest geneation
(e.g.,[Kor90 GMSO0Q): the programis executedconcretely pos-
sibly on a rst input chosenat random,and symbolic constraints
aregatheredalongthe execution.Then,a constraintsolver is used
to infer variantsof the rst input, andthe processs repeatedintil
a given statements reachedThis is the classicde nition of “dy-
namic testgeneration"which addresseshe testinput generation
problemde nedin Section2.1,andhasbeenstudiedextensvely in
thetestingresearchiterature(e.g.,[Kor90, GMSO00])).

Recentlydynamictestgeneratiorhasbeenadaptedo alsodeal
with theotherproblemof testsuitegenerationDART [GKS05]and
subsequentelatedpaperdSMAQ5, CEO5 YST 06] addressghis
secondproblemfor the set  of all programstatementsStarting
with a randominput, a DART-instrumentedprogram calculates
during eachexecutionaninput vectorfor the next execution.This
vectorcontainsvaluesthatarethe solutionof symbolicconstraints
gatheredrom predicatesn branchstatementsluring the previous
execution.The new input vectorattemptso force the executionof
the programthrougha new path.By repeatinghis processsucha
directedseach attemptgo force the programto sweepthroughall
its feasibleexecutionpaths,in a style similar to systemati¢esting
anddynamicsoftwae modelchedking [God97.

A key obserationfrom [GKS05]is thatimprecisionin symbolic
executioncan be alleviatedusingconcete valuesand randomiza-
tion: when&er symbolicexecutiondoesnotknow how to handlea
programstatemeninvolving someinput variables ponecanalways
simplify thoseconstraintdy usingthe concretevaluesof thosein-
puts.Let usillustratethis importantpoint with anexample.

Consideragainthe exampleof the program presented
in Section2.2. Even thoughit is statically impossibleto gener
ate two valuesfor inputs and suchthat the constraint

is satis ed(or violated),it is easyto generatefor a x ed
valueof ,avalueof thatis equalto sincethe latteris
known at runtime.By picking randomlyandthen xing thevalue
of ,wecan,in thenext run,setthevalueof theotherinput either
to or to somethingelsein orderto forcethe executionof
the thenor elsebranchesrespectiely, of the testin the function
. (DART doesthis automaticall)fGKSO05].)

In summarystatictestgeneratioris totally helplesgo generate
testinputsfor theprogram , while dynamictestgeneration
caneasilydrive the executionsof thatsameprogranthroughall its
feasibleprogrampaths!

Dynamictestgeneratiorcanbe viewed asextendingstatictest
generatiorwith additionalruntimeinformation,andis thusmore
generabindpowerful. Indeed,t canusethe samesymbolicexecu-
tion engineand useconcretevaluesto simplify constraintutside
the scopeof the constraintsolver. This is why we claim dynamic
testgeneratiorprovidesthe only hopeof oneday providing effec-
tive, practicaltestgeneratiortools that are applicableto real-life
software. And this is why we believe the topic addressedh this
paperis socentralto reachinghatgoalfor large softwareapplica-
tions.

3. The DART Seairch Algorithm

In this section,we recall the DART searchalgorithm rst intro-
ducedin [GKS05], andlater re-implementedn [SMAO5] and(in-
dependently)n [CE05]. We presentherea simpli ed versionto
facilitatethe exposition. Thereaderis referredto [GKSO05] for ad-
ditional details.

Like other forms of dynamictest generation(e.g., [Kor9Qd),
DART consistsof running the program  undertest both con-
cretely executingthe actualprogram,and symbolically calculat-
ing constraintson valuesat memorylocationsexpressedn terms
of input parametersTheseside-by-sidexecutionsrequirethe pro-
gram to beinstrumentedtthelevel of aRAM (RandomAccess
Memory)machine.

The memory is a mappingfrom memoryaddresses to,
say 32-bitwords.Thenotation for mappingsdenotesipdating;
for example, is thesamemapas , ex-
ceptthat . We identify symbolicvariablesby their

addressesThusin anexpression, denotesithera memoryad-
dressor the symbolicvariableidenti ed by address , depending
onthecontet. A symbolicexpression or just expression, canbe
of theform , (aconstant), (a dyadicterm denoting
multiplication), (atermdenotingcomparison), (a
monadicterm denotingnegation), (a monadicterm denoting
pointer dereference)etc. Thus, the symbolic variablesof an ex-
pression arethesetof addresses thatoccurin it. Expressions
have noside-efects.

The program  manipulateshe memorythrough statements
thatarespeciallytailoredabstraction®f the machineinstructions
actuallyexecutedThereis asetof numberghatdenotenstruction
addresseghatis, statemenkabels.If istheaddres®f astatement
(otherthanabort or halt), then is guaranteedo alsobe an
addres®f astatementTheinitial addresés . A statementanbe

a conditional statement of the form (where
is an expressionover symbolic variablesand is a statement
label), an assignmenstatement of the form (where

is amemoryaddress)abort, correspondingo a programerrot, or
halt, correspondingo normaltermination.

The concretesemantic®f the RAM machinenstructionsof
isre ectedin _ , which evaluatesexpres-
sion in context andreturnsa 32-bit value for . Addition-
ally, the function statementit( , ) speci esthe next statement
to be executed.For an assignmenstatementthis function calcu-
lates,possiblyinvolving addressarithmetic,the address of the
left-handside, wheretheresultis to bestored;n particularindirect
addressinge.g.,stemmingfrom pointers,is resohedat runtimeto
acorrespondingbsoluteaddress.

A program de nes a sequencef input addesses , the
addressesf the input parameter®f . An inputvector , which

1We do this to simplify the exposition; left-hand sides could be made
symbolicaswell.



evaluatesymbolic( , , )=
match :
case /lthesymbolicvariablenamed
if ( domain )thenreturn ( )
elsereturn ()
caseop(param-list): //someoperation
if (op(param-list) ) then
return op(param-list) //this constrainis in theory
else // otherwisefall-backon concretevalue
complete= 0
return evaluateconcety , )

Figurel. Symbolicevaluation

associatea valueto eachinput parameterde nestheinitial value
of  andhence .2

Let be the setof conditionalstatementaand the set of
assignmenstatementsn . A program execution is a nite 3
sequencén abort halt . We preferto view

asbeingof theform , Where (for

), (for ), and abort halt .

Theconcretesemanticef attheRAM machindevel allowsusto
de ne for eachinputvector anexecutionsequencethe resultof
executing on (thedetailsof thissemanticsés notrelevantfor our
purposes)Let be the setof suchexecutionsgenerated
by all possible . By viewing eachstatemenasa node,
forms a tree,calledthe executiontree Its assignmenhodeshave
one successorits conditionalnodeshave one or two successors;
andits leavesare labeledabort or halt. The goal of DART is to
exploreall pathsin the executiontree .

To simplify the following discussionwe assumethat we are
given a theoremprover that decidesa theory  (for instancejn-
cluding integer linear constraintspointer constraintsarray/string
constraintsbit-level operationconstraintsetc.). This will allow us
to explainhow we handlethetransitionfrom constraintsvithin the
theory tothosethatareoutside.

DART maintainsa symbolicmemory thatmapsmemoryad-
dressedo expressionslnitially, is a mappingthat mapseach

to itself. Expressionsre evaluatedsymbolicallyasde-
scribedin Figure 1. When an expressionfalls outsidethe theory
, DART simplyfalls bad on the concete value of the expres-
sion,which is usedastheresult.In sucha casewe alsoseta ag
completeo , whichwe useto trackcompletenesaVith this eval-
uationstratey, symbolicvariablesof expressionsn arealways
containedn

To carry out a searchthroughthe executiontree, our instru-
mentedprogramis run repeatedlyEachrun (exceptthe rst) is
executedwith the help of a recordof the conditionalstatements
executedin the previous run. For eachconditional,we recorda
donevalue, which is 0 when only one branchof the conditional
hasexecutedin prior runs(with the samehistoryup to the branch
point) andis 1 otherwise.This information associatedvith each
conditionalstatemenbdf the last executionpathis storedin a list
variable called stadk, keptin a le betweenexecutions.For

stak, stak is thustherecordcorrespondingo the
th conditionalexecuted.

More precisely our testdriver run_DART is shawn in Figure2.
Thisdrivercombinegandomtesting(therepeatoop)with directed

270 simplify the presentationwe assumethat is the samefor all

executionsof

3Wethusassumehatall programexecutionserminatejn practicethis can
be enforcedby limiting the numberof executionsteps.

run_DART () =
complete= 1
repeat
stak= ; =[] ;directed=1
while (directed do
try (directedstak, )=
instrumentedprogram(stad, )
catch ary exception
print “Bug found”
exit()
until complete

Figure 2. Testdriver

instrumentedprogram stak =
/l Randominitialization of uninitializedinput parameters
for eachinput with unde neddo =random

Initialize memory  from and
/I Setup symbolicmemoryandprepareaxecution

= /[ Initial programcounternn
= /I Numberof conditionalsexecuted
/I Now invoke intertwinedwith symboliccalculations
=statemensat( , )
while ( abort halt ) do
match ()
case( ):
= + evaluatesymbolic
= evaluateconcete

case( ):
= evaluateconcete
= evaluatesymbolic
if then
path.constaint = path.constaint

else
path.constaint = path.constaint ney

if ( stadk ) then stad = stak

=statemenat( , )
if ( ==abort) then
raise anexception
else// ==halt
return solvepath.constaint( ,path.constaint,stak)

/I Endof while loop

Figure 3. Instrumentedgorogram

searchthewhile loop). If theinstrumentegrogramthrowns anex-
ceptionthenabughasbeenfound.Thecompletenesag complete
holdsunlessa “bad” situationpossiblyleadingto incompleteness
hasoccurredThus,if thedirectedsearchterminates—thas, if di-
rectedof theinnerloop no longerholds—therthe outerloop also
terminaterovided the completenessg still holds.In this case,
DART terminatesandsafelyreportsthatall feasibleprogrampaths
have beenexplored.But the completenessag hasbeenturnedoff
at somepoint, thenthe outerloop continuesforever (modulore-
sourceconstraintsiot shavn here).
Theinstrumentegbrogramitselfis describedn Figure3 (where
denotedist concatenation)it executesasthe original program,



solvepath.constaint( ,path.constaint,stadk) =

while (
if (stadk[ ] =0)then
- =ngy( -
if ( _ hasasolution )then
stak[ ] =1
return  stak
else
else
return  _ _ // Thisdirectedsearchs over

Figure 4. Solve_pathconstraint

butwith interlearedgatheringpf symbolicconstraintsAt eachcon-
ditional statementjt also possibleto checkwhetherthe current
executionpath matcheghe one predictedat the end of the previ-

ousexecutionandrepresenteth stak passedetweerruns.How

to do this is describedn the function compae_and.updatestad
of [GKSO05],whichis notrecalledhere.

Whentheoriginal programhalts,new inputvaluesaregenerated
in solvepath.constaint, shavn in Figure4, to attemptto forcethe
next run to executethe last unexplored branchof a conditional
alongthe stack.If sucha branchexists andif the pathconstraint
thatmay/leadto its executionhasasolution , thissolutionis used
to updatethe mapping to beusedfor the next run; valuescorre-
spondingo inputparameteraotinvolvedin thepathconstraintre
presered (this updates denoted ).

Themainpropertyof DART is statedn thefollowing theorem,
which formulatega) soundneséof errorfounds)and(b) aform of
completeness.

THEOREM 1. [GKSO05] Considera program  as previouslyde-
ned. (a) If run_LDARTprints out “Bug found” for , thentheris
somenputto thatleadsto anabort. (b) If run_DARTterminates
without printing “Bug found, thenthere is no input that leadsto
anabortstatemenin , andall pathsin havebeenex-
ercised.(c) Otherwiserun_DARTwill run forever

Proofsof (a) and(c) areimmediate The proof of (b) restson the
assumptiorthatary potentialincompleteness DART's directed
searchis (conseratively) detectecandrecordedyy settingthe ag
completeto

4. The SMART Searh Algorithm

We now presentainalternatve searchalgorithmthatdoesnotcom-
promisesearchcompletenesbut is typically muchmore ef cient
thanthe DART searchalgorithm.Thegeneraideabehindthis new
searchalgorithmis to performdynamictestgenerationcomposi-
tionally, by adapting(dualizing)known techniquesor interproce-
duralstaticanalysigo thecontext of automatedlynamictestgener
ation. Speci cally, we introducea new algorithm,dubbedSMART
for Systematidodular AutomatedRandonTesting thattestsfunc-
tionsin isolation,collectstestingresultsasfunctionsummariegx-
pressedisingpreconditionsn functioninputsand postconditions
onfunctionoutputs,andthenre-usethosesummariesvhentesting
highetrlevel functions.

We assumewe are given a program
of functions.If a function is part of

that consistsof a set
, we write . In

4 A depth-®rssearchis usedfor exposition,but thenext branchto beforced
couldbeselectedisinga differentstrat@y, e.g.,randomlyor in a breadth-
®rstmanner

what follows, we usethe genericterm of functionto denoteary
partof aprogram thatwe wantto analyzein isolationandthen
summarizeits obsered behaiors. Obviously, ary otherkinds of
programfragmentsuchasprogramblocksor objectmethodsould
betreatedas“functions” for the purposeof this paper

To simplify the presentationywe assumehatthefunctionsin
do not performrecursve calls, i.e., that the call- ow graphof
is agyclic. (It is conceptuallyeasyto lift this restrictionby using
dynamicprogrammingechniqueso computefunctionsummaries;
this is standardin interproceduraktatic analysisand pushdavn
systemveri cation as describedin [RHS95, ABE 05], among
mary others.)As previously stated,we also assumethat all the

executionsof  terminate.Note that both of theseassumptions
donotprevent from possiblyhaving in nitely mary executions
pathsasisthecaseaf containsaloopwhosenumberof iterations

may dependn someunboundednput.

4.1 De nition of Summaries

For a giventheory  of constraintsa function summary  for
afunction is de ned asaformulaof propositionallogic whose
propositionsare constraintsexpressedn . In what follows,
will typically be de ned as a disjunctionof formulas  of the
form , Where is a conjunctionof
constraintson the inputs of  while is a conjunctionof
constraintson the outputsof can be computedfrom the
path constraintcorrespondingo the executionpath  aswill be
describedshortly An inputto afunction is ary addresgmemory
location)thatcanbereadby in someof its execution,while an
outputof is ary addresshatcanbewrittenby in someof its
executionsandlaterreadby after returns.

Preconditionsn function summariesre expressedn termsof
constraint®n functioninputsinsteadof programinputsin orderto
avoid duplicationof identicalsummariesn equivalentbut different
calling contexts. For instancejn thefollowing program

couldbe

(if  includeslineararithmetic)
where  denoteshe value returnedby the function. This sum-
maryis expressedn termsof the functioninput , independently
of speci c calling contexts whichmaymap to differentprogram
inputslike and in thisexample®

Wheneer a constrainton some input cannotbe expressed
within , no constraintis generatedFor instance,considerthe
following function :

the summaryfor the function

5Remembethat symbolicvariablesare associateavith programor func-

tion inputs,i.e., memorylocationswhereinputsarebeingreadfrom. When

syntacticprogramvariablesuniquelyde®newherethoseinputsarestored,

like variables , and in theabose example,we merelywrite 2aninput
°in thetext to simplify the presentation.



Assumethatthe constraint correspondingo the
conditional statementof line 5 cannotbe expressedn . The
summary  of the executionpath correspondindo takingall
the elsebranchest the threeconditionalstatement#n function
isthen .

A precondition of a summaryis thusa propositionafor-
mulabuilt from propositionsepresentingonstraint&xpressiblen

on functioninputs.A preconditionde nes an equivalenceclass
of concreteexecutions.All the concreteexecutionscorrespond-
ing to concreteinputs satisfyingthe samepreconditionare guar
anteedo executethe sameprogrampathonly providedthatall the
constaints along that path are in . Otherwise,concreteinputs
satisfyingthe samepreconditionare not guaranteedo follow the
samepath.In the exampleabove, if the path thattakesall the
elsebranchesn function wasexploredwith a randomconcrete
value,say , anothevalue satisfyingthe sameprecondition

, say is not guaranteedo yield the
sameprogrampath, becausef the presencef the unpredictable
conditionalstatemenin line 5 (as couldverywell be100).
The executionof this conditionalstatemenmalesa DART search
incomplete(the ag completds thensetto ).

Note thatall the preconditionsn a function summaryare not
necessarilymutually exclusive: a given concretestate may sat-
isfy morethanone preconditionin a function summarywhenthe
functioncontainscconditionalstatements/hosecorrespondingon-
straintsareoutside .

4.2 Computing Summaries

Functionsummariezanbe computedy successk iterations,one
pathatatime. Startingwith arandompath,onedynamicallytracks
which memorylocationsarebeingreadby the functionandwhich
arebeingwritten. Thoselocationscorrespondo thefunctioninputs
andoutputsrespectiely.

When the execution of the function terminates(either on a
return statemenfor on a or statement)the DART-
computedpath constraintfor the currentpath  in the function
canbe usedto generatea precondition for that path.
is obtainedby simplifying the conjunctionof branchconditionson
functioninputsin the pathconstrainfor

If the executionof the function terminateson a return state-
ment,a postcondition canbe computedby taking the con-
junction of constraintsassociatedvith memory locations

written during the executionof  during the last
execution generatedrom a context (setof inputvalues) . Pre-
cisely we have

evaluatesymbolic

Otherwise,if the function terminateson a or state-
ment,we de ne to recordthis in the summaryfor
possiblelater usein the calling contet, asdescribedn what fol-
lows.
A summaryfor the executionpath in is then
. The processs repeatedor successie DART-
exercisedpaths in , andthe overall summaryfor is de ned

as

By default, the above procedurecan always be usedto com-
pute function summariegath by path. But more advancedtech-
niques,suchas automatically-inferredoop invariants,could also
be used.We will discusghis point furtherin Section6. Note that

can always be approximatecdby (the strongestpre-
condition)while canalwaysbe approximatedy (the
wealest postcondition)without compromisingthe correctnes®f
summariesandthatary techniquefor generatingprovably correct
wealer precondition®r strongempostconditionganbeusedto im-
prove precision.

Giventhecall- ow graph of aprogram (whichwe have
previously assumedo be agyclic) and a topological sort of the
functionsin computedstartingfrom the top-level function of
the program,unctionsummariesanthenbe computedn eithera
bottom-upor top-downstrateyy.

With a bottom-upstrategy, one startstestingfunctionsat the
deepestevel, onecomputessummariegor those,andthenmoves
up the topological sort to functionsone-level up while re-using
the summariedfor the functionsbelov (as describedn the next
subsection)This processs repeatedip to thetop-level functionof
theprogram.

While the bottom-upstratey is conceptuallythe easiesto un-
derstandit suffersfrom two majorlimitationsthatmale its imple-
mentatiorproblematidn thecontext of compositionatlynamictest
generation.

First, testinglowerlevel functionsin isolationfor all possible
contets (i.e., for all possibleinput values)is likely to trigger un-
realistic behaiors that may not happenin the speci ¢ contets
in which the function can actually be called by higherlevel pro-
gram functions;this analysiscan be prohibitively expensve and
will likely generat@nunnecessarillargenumberof spurioussum-
mariesthatwill never be usedsubsequentlyThus,too manysum-
mariesarecomputed.

Second pecausef the inherentlimitation of symbolicexecu-
tion to reasoraboutconstraint®utsideof thegiventheory , sum-
mariescomputedn bottom-upfashionmaybeincompleten pres-
enceof statementfvolving constraintoutsideof . Forinstance,
in the casepf function presentedn Section4.1,analyzing in
isolationusing DART techniqueswill probablynot be ableto ex-
ercisethe thenbranchof the conditionalstatemenbn line 5, i.e.,
to randomly nd avalueof suchthat . How-
ever, in its actualcalling contets within the program , it is very
well possiblethatthe function is often calledwith valuesfor
thatsatisfythis constraintln this casefoo few summariesrepre-
computedandit is necessaryo computdaterin thesearchasum-
maryfor thecasewhere is satis ed.

To avoid thesetwo limitations,we recommenandadopta top-
down strategyy for computingsummarie®n a demand-dkienbasis.
A completealgorithmfor doingthisis describedext.

4.3 Algorithm

A top-davn SMART searchalgorithmis presentedn Figures5,
6 and 7. The pseudo-codeshawvn in those gures is similar to
the onepresenteckarlierin Figures2, 3 and4, respecirely, with
the exceptionof the new additionallines marked by (*). Indeed,
SMART strictly generalize®ART andreducedo it in the caseof
programsconsistingof a singlefunction.

A SMART searchperformsdynamictestgeneratiorcomposi-
tionally, usingfunction summariesasde ned in the previous sec-
tions. Thosesummariesare dynamicallycomputedn a top-davn
mannerfollowing a topologicalsort of the call- ow graph of



run_SMART() =
complete= 1
(*) summary
repeat
stak= ; =[] ;directed=1
(*) contt_stad _ - /I Stackof contets
while (directed do
try (directed stak, )=
SMARTIinstrumentedorogram(stad, )
catch ary exception
print “Bug found”
exit()
until complete

/I Setof summaries

Figure5. SMART testdriver

Startingfrom the top-level function, oneexecutesthe program
(initially on somerandominputs) until one reachesa rst func-
tion whoseexecutionterminateson a returnor statement.
Onethenbacktracksinside as much as possibleusing DART,
computingsummariedor thatfunction and eachof thoseDART-
triggeredexecutionsWhenthis search(backtrackingjn is over,
onethenresumeghe original executionwhere wascalled, this
timetreating essentiallyasablack-box,i.e., withoutanalyzingit
andre-usingits previously computedsummarnyinstead The search
proceedsimilarly, with the next backtrackingpoint beingin some
lower-level function,if ary, calledafter returnsporin thefunction

thatcalled otherwiseor someotherhigherlevel functionthat
called if thesearchin isitselfover.

Thisstratgy differsfrom thebottom-upstratey sketchedn the
previoussubsectiosinceaninitial calling context is determinedy
aninitial top-davn traversalandthe orderin which backtracking
pointsareconsidereds different. This searchorderis alsodiffer-
entfrom DART'ssearclorder Forinstancefollowing a rst execu-
tionwhere calls andthen returnsthe rst backtrackingpoint
consideredby SMART will typicallybein (if containsacondi-
tional statementetc.),while the rst backtrackingpointconsidered
by DART will beatthelastconditionalstatemengexecutedbefore
this rst runterminategassuminga depth- rst DART's searchor-
der), and will typically be afterthe rst call to returns(if the
executionthatfollows containsa conditionalstatementetc.).

Our algorithm startsby executingthe procedurerun.SMART
describedin Figure 5. The only differenceswith the procedure
run_DART of Figure 2 is the initialization of a setof summaries
and of a contet stack,which is usedto recordthe sequencef
calling contets for which summariestill needto be computedor
the currentexecution,andis also usedto resumeexecutionin a
previously visited calling context.

The main functionality of SMART is presentedn Figure 6.
The key differencewith DART is that function calls and re-
turns are now instrumentedo trigger and organizethe compu-
tation of function summariesWheneer a function is called,
SMARTIinstrumentedgorogram checkswhethera summaryfor
is alreadyavailable for the currentcalling context. This is done
by checkingwhetherthe currentconcretefunction input assign-
ment satis es one of the preconditionscurrently recordedin the
summaryfor

If so,this summaryis addedto the currentpathconstraintand
the executionproceedddy turning backtrackingoff in  andary
function belaw it in the call- ow graphof . Thelatteris done
throughthe use of a boolean ag badtracking. Backtrackingis
resumedater in the currentexecutionpathwhen returns:this
is donein the elsebranchof the conditionalstatemenincluded

SMARTIinstrumentecporogram stak =
// Randominitialization of uninitializedinput parameter
for eachinput with

Initialize memory  from and
/I Setup symbolicmemoryandpreparesxecution

unde neddo =random

= /[ Initial programcounternn
= /I Numberof conditionalsexecuted

(*) baktracking = 1 // By default, backtrackat all branchpoints
/I Now invoke intertwinedwith symboliccalculations

=statemensat( , )

while ( abort halt ) do

match ()
case( ):
= + evaluatesymbolic
= evaluateconcete

case( ):
= evaluateconcete
= evaluatesymbolic
(*) if badktrackingthen
if then
path.constaint = path.constaint

else
path.constaint = path.constaint  ney

if ( stak ) then stadk = stak

(*) case( ): I/ call of function
if badtradkingthen

if ( summary )then

Il We have asummaryfor in context
path.constaint = path.constaint  summary
/I Execute withoutbacktrackinguntil it returns
badtracking =0

if ( stak ) then stad = stak

else
I/l Proceedo computea summaryfor in context
Push ontocontet stak

(*) case( ): I/ returnof function
if badtradkingthen
/] Stopthesearchn
/I Generatesummaryfor the currentpath
addto_summary ,path.constaint)
return SMARTsolvepath.const( ,path.constaint,stak)
else
if (Topcontext.stak)=  _ _ ) then
badtracking =1
/I Extendthe setof inputsby thereturnvaluesof
= summary

=statemenat( , ) //Endofwhileloop
if ( ==abort) then
raise anexception
else// ==halt
(*) if baktradking then
_ _  Top(contet_stak)
add.to_summary ,path.constaint)
return SMARTsolvepath.const( ,path.constaint,stak)

Figure6. SMART _instrumentedprogram



SMARTSsolvepath const( ,path.constaint,stadk) =

*) Top(context_stak)
while (
if (stak[ ] =0)then
_ =ngy( _
if ( _ hasasolution )then
stak[ ] =1
return  stak
else
else
*) if ( ) then
Pop from context_stad
return  stak
return  _ _ // Thisdirectedsearchs over

Figure7. SMART _solve_path constr

in the casewherethe setof inputs(in the function calling

) is alsoextendedwith the setof returnvaluesappearingn the
set summary  of postconditionsncludedin the summary
summary currentlyavailablefor

If no summaryis availablefor the currentcalling contet, this
calling contet is saved by pushingit onto the context stack,and
the algorithmwill computea summaryfor it by continuingthe
searchdeeperin the calledfunction . When backtrackingis on
andtheinnermostfunctionterminatesitheron areturnstatement
ora statementadd to_summary ,path.constaint) computes
asummaryfor andthe last path executedas discussedn Sec-
tion 4.2.Notethatafunctionsummaryfor includesin itself sum-
mariesof lower-level functionspossiblycalledby itself.

After computinga summaryfor the currentfunction and ex-
ecutionpath, SMARTsolvepath constr, presentedn Figure7, is
calledto determinevherethealgorithmshouldbacktrackiext. The
only differencewith the similar procedureusedin DART is that
whenbacktrackingin a speci ¢ function andcalling context
is over, the searchresumesn thelastcalling contet savedin the
context stack.

4.4 Correctness

The correctnes®f the SMART searchalgorithmis de ned with

respecto theDART searchalgorithm,thusindependentlyf aspe-
cic theory representinghe reasoningcapability of symbolic
execution.Speci cally, we canprove that,for ary program con-
tainingexclusively statementsrhosecorrespondingonstraintare
in agivendecidableheory (i.e.,for whichthe ag completeal-

ways remainsl), the SMART searchalgorithm provides exactly
the sameprogram path coverage asthe DART searchalgorithm.
Thus, for thoseprograms , every feasiblepaththatis exercised
by DART is alsoexplored,albeitcompositionallyby SMART; and
corversely every compositionakxecutionconsiderecdby SMART

is guaranteedo correspondo a concretefull executionpath.For-

mally, we have thefollowing.

THEOREM 2. (RelativeSoundnesand Completenesspivenany
program andtheory , run_.SMARTierminateswithoutprinting
“Bug found” if andonly if run_DART terminateswithoutprinting
“Bug found”.

Proof: (Sketch)Theterminationof eitherrun_SMARTor run_DART
without printing “Bug found” implies that the ag completere-

mainsequalto 1 throughoutthe search(otherwisethe searchdoes
notterminate) Thisin turnimpliesthatall the programstatements

in  generateonstraintghatarewithin the scopeof thetheory
usedby bothsearchalgorithms.

Let denotethe maximumdepthof an executionpath
Thus, is alwayslessor equalthanthe depthof the (agyclic)
call- ow graph of program . The proofis by inductionon

. Thebasecasefor executionspaths suchthat is
immediatesincethe SMART searchalgorithmthenreducego the
DART searchalgorithm.The inductive casefor executionspaths

suchthat is proved by shaving that every symbolic
executionperformedby the DART searchalgorithmis simulated
by a symbolicexecutionof the SMART searchalgorithm,andvice
versa,giventhatwheneer a lower-function is called,we knowv
by applyingtheinductive hypothesigo the partof  inside that
ary symbolic executionperformedby DART is representedy a
SMART summaryandvice versall

Even in the caseof programs containingexclusively state-
mentswhosecorrespondingonstraintsareall within the scopeof
the givendecidabletheory (i.e., for whichthe ag completeal-
waysremainsl), it is in generahotpossibleto guarante¢hat

run_SMARTterminatesy printing “Bug found” if andonly
if run_DARTterminatesy printing “Bug found”.

Indeed,if the numberof executionpathsis in nite, the different
searchorderusedby SMART and DART doesnot guaranteghat
bothsearchewiill eventually nd thesame . If therearemul-
tiple s, bothsearchegouldalso nd rst different s.
However, whenthe set of executionpathsof is nite,

then both searchesre guaranteedo nd an if thereis a
reachabl@ne.Moreorer, by computingsummariesor runsending
in an statemenasfor runsendingin a statementall

s canbethenbefoundby bothsearches.

For programs containing statementsvhose corresponding
constraintsaare beyond the scopeof the given decidabletheory
a searchin its feasibleprogrampathsis in generalincomplete.
The SMART and DART searchesnay then behae differently
becauseheir searchordervary, andcallsto the functionrandom()
to initialize unde ned inputs may return different values,hence
exercisingthe coderandomlydifferently

Neverthelessa corollary of the previous theoremis that the
SMART searchalgorithmis functionally equivalentto DART, in
the sensethat it still satis es the conditionsidenti ed in Theo-
rem 1 characterizingthe correctnesof the DART searchalgo-
rithm (andof its variousimplementation§GKS05,CE05,SMAOQ5,
YST 06]). Formally, we canprove thefollowing.

THEOREM 3. Considera program  as previouslyde ned. (a) If

run_SMARTprintsout“Bug found” for , thenthereis someanput
to thatleadsto an abort. (b) If run_SMARTterminateswithout
printing “Bug found, thenthere is no inputthatleadsto an abort
statemenin , andall pathsin havebeencovered(but

notnecessarilhall explicitly exercised).(c) Otherwiserun_SMART
will run forever

Proofof (a) and(c) areimmediatewhile (b) follows directly from
Theoren2.

In summary SMART is functionally equivalentto DART and,
typically, whatever testinputs DART can generate SMART can
too, although possibly much more ef ciently. How much more
ef cient (hencescalablexanSMART becomparedo DART? This
questionis addressedext.

4.5 Complexity

Let be a boundon the maximumnumberof distinct execution
pathsthatcanbecontainedn ary function of theprogram .If a
function doesnotcontainary loop, suchaboundis guaranteetb



exist, althoughit canbe exponentiain thenumberof statement

thecodedescribing . If containdoopswhosenumberof itera-
tionsmaydepencn anunboundednput, the numberof execution
pathsin  could be in nite, and sucha bound may not exist.

Notethat,in practiceabound canalwaysbetrivially enforcecby

simply limiting the numberof executionpathsexploredin a func-

tion, i.e., by limiting thesizeof summariesthis heuristicshasbeen
shavn to work well in the context of interprocedurastaticanalysis
(e.g.,see[BPSO00]).

Givensuchabound , it is easyto seethatthe numberof execu-
tion pathsconsideredy a SMART search(while the ag directed
is keptto 1) will beatmost , where isthenumberof functions

in , andistherefordinearin . In contrastthenumberof exe-
cutionpathsconsideredy a DART search{while the ag directed
is keptto 1) canbe exponentialin , asDART doesnot exploit
programhierarchyandtreatsa programasasingle,” at” function.
This reductionin the numberof explored pathsfrom exponential
to polynomialin is alsoobseredwith compositionaleri cation
algorithmsfor hierarchicalnite-state machinegAY98].

Although SMART can avoid systematicallyexploring all the
possiblyexponentiallymary feasibleprogrampathsin , it does
requirethe useof formulas  representindgunction summaries
which canbe of sizelinearin , andthe useof theoremproving
techniquego checksatis ability of thoseformulas,with decision
proceduresvhich can,in theworstcase pe exponentialin thesize
of thoseformulas,i.e., exponentialin . However, while DART
canbe viewed asalwaystrying to systematicallyexplore all pos-
sible executionpaths,i.e., all possibledisjunctsin ,
SMART will try to checkthe satis ability of in conjunction
with additionalconstraintgyeneratedrom a calling context of
andhencetry to nd just oneway to satisfythe resultingformula
usinga logic constraintsolver. This key pointis illustratedby an
examplein thenext section.

5. Exampleand CaseStudy
5.1 A Simple Example

Considetthefunction whosecodeis asfollows:

Givenastring of maximumsize (i.e, isalwayszero)there
areatmost  possibledistinctexecutionpathsfor thatfunctionif
isnon-zerdandatmost if iszero).Thosepathsare line5:else,
line5:then;line6:then, line5:then;line6:elsejine5:else, etc.In
short, the set of all possibleexecution pathscan be denoted
by the regular expression: (line5:then;line6:else) (line5:else
(line5:thenjine6:then)) for .

Thereare possiblereturnvalues,namely-1 (for the
pathsof theform (line5:thenjine6:else) (line5:thenjine6:then)
for ), and , eachreturnedby
thepath (line5:thenjine6:else) line5:else where is equalto the
returnvalue.

Now, considethefunction whichcallsthefunction

Inthefunction , thereare3 possibleexecutionpaths: linel5:then,
linel5:elsejinel6:then and linel5:elsefinel6:else.

Following thecall to , the outcomeof thetestatline 15
is completelydeterminedy thereturnvaluefrom function
storedin . In contrast,the test at line 16 constraintsthe next
element in thestring andits outcomedepends
on the value storedat that addressThat input value could either
be equalto or not, exceptfor which we assumed
to be zero. Therefore for the whole program composedf the
twofunctions  and , thereare possiblesxecution
paths: executionsterminateafter the thenbranchof line 15,
executionsterminateafter the then branchof line 16, and
executiongerminatein line 17. Thus,thenumberof feasiblepaths
in is (roughly)theproductof thenumberof pathsin its functions

and .

A DART searchattemptsto systematicallyexplore all possi-
ble executionpathsandwould thus perform runsfor this
program.n contrasta SMART searchwill systematicallyexplore
all possibleexecutionpathsof thefunction and sepa-
rately. Preciselya SMART searclcomputingfunction summaries
asdescribedn Sectiond.2wouldcompute  pathsummariegor
function , whosefunction summary  would thenbe of
theform

Then, the SMART searchwould explore the feasibility of the 3

pathsof thefunction using tosummarizéunction
For this example,SMART would then perform runs,i.e.,
the sumof thenumberof pathsin its functions and

Obsere how theaddress  is de ned relative to  andthat
its absolutevalue“doesnot matter” (aslong as ) when
proving the satis ability of the constraintgeneratedrom the test

andof its negation. This is capturecdby the
SMART algorithm,whichwill notattemptto try all possibleways
to satisfy/violatetheseconstraint{as DART would), but will only
nd oneway to satisfythose.

This obsenration explains intuitively the signi cant speed-up
that SMART can provide when comparedto DART, while still
providing the samepath coverage,henceguaranteeinghe same
branchcoverageaswell (100%branchcoverageis achieedin this
example).

5.2 CaseStudy

We have developedan implementatiorof the SMART searchal-
gorithm for the C programminglanguage extendingthe DART
implementationdescribedn [GKS05. We reportin this section
somepreliminary experimentswith a subsetof a challengingex-
ample of program,which actually motivatedthe developmentof
SMART in the rst place.This exampleis 0SIR an open-source
implementationof the increasingly popular protocol SIP SIR,
which standsfor Sessionlnitiation Protocol is a protocol for
call-establishmenof multi-mediasessionsover IP networks (in-
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Figure 8. ExperimentatomparisorbetweerDART andSMART

cluding “Voice over IP"). oSIPis a C library freely available at

. It consists
of about30,000lines of C code.Two typical applicationsare SIP
clients(suchassoftphonego male calls over the internetfrom a
PC)andseners(to routeinternetcalls). SIPmessagearetransmit-
tedasASCII stringsanda large partof the oSIPcodeis dedicated
to parsingSIP messages.

Whenrunningthe DART implementatiordescribedn [GKS05]
on the oSIP parseras a whole, very low branchcoverageis ob-
tained:about1%. (Extendingthetheory usedin thatimplemen-
tation to alsoreasonaboutpointerin/equalities[SMAOQ5] or bit-
level operationgYST 06] would nothelphereastheinputis sim-
ply a (non-null) pointerto a paclet whosecontentis unknavn.)
An examinationof the branchcoverageachieved and of the code
which is never exercisedrevealsthat this poor coverageis dueto
inability of this DART implementatiorto reasoraboutstrings.By
extendingthe decisionprocedure to includea simpletheory of
arraysandby instrumentingoroperlystandardstring-manipulation
functionslike , etc.,branchcoveragecanthenbe
extendedto aboutSO% afteraboutlz hoursof DART search Af-
ter this, the DART searchis stuckagainaround30%, for another
reason:the searchis now “lost in space”.Indeed,an execution
pro le of the DART searchrevealsthat mostof the backtracking
performeds concentrateih afew low-level functionscalledover
andover againby the oSIP parser An exampleof sucha function
is , which essentiallyremoves blank
spaces{andalsoothercharactersuchas , , , etc.)
atthebeginningof astring . Suchafunction introducean enoFr
mousamountof executionpaths:.wheneer it is called,the sizeof
the searchspaceas multiplied by almostthe numberof its feasible
executionpaths,in away similarto whatis obseredin thesimple
examplediscussedh 5.1.

Figure 8 presentghe numberof runs neededby DART and
SMART to fully exploreall the feasibleprogrampathsin a subset
of the oSIP parsercode containingthe function -
mentionedabore. Experimentsvere performedfor several, small
paclet sizes.Runtimeis linear in the numberof runs for those
experimentsAs is clearfrom Figure8, SMART canfully coverall
the feasibleprogrampathsof this examplemuchmoreef ciently
thanDART. In fact,for thisexample the SMART searchs optimal
in thesensehatits numberof runs(andruntime)growsin alinear
way with thesizeof theinput paclet.

6. Discussion
6.1 On UsingBranch Coverageto Limit the Search

Anotherway to limit the “path explosion” problemin a DART
searchis simply to allow backtrackingonly at branchesf condi-
tional statementthathave neverbeenexecutedsofar. If  denotes
the numberof conditionalstatementsn a program , the num-
berof executionpaths(runs)exploredby sucha“branch-ceerage-
driven” DART searchis trivially boundedby , i.e.,is linearin
theprogramsize.

Thedravbackof this naive solutionis obviously thatfull feasi-

ble pathcoverage is nolongerguaranteedevenfor programscon-
taining only statementsvith constraintsn . This, in turn, typi-
cally reducesoverall branchcoverageitself, and thus chancesof
nding bugs.Indeed,eachbranchis attemptedo be executedin
atypically muchsmallernumberof contets (programpaths),and
somebranchesnayfail to be exercisedn thoseparticularfew con-
texts.

This pointis illustratedwith thefollowing example.

If and are32-bitsintegerinputs,thevery rst run of this pro-
gramusingrandomvaluesfor inputs and will likely have non-
zerovaluesfor both and , andhencewill take theelsebranches
of all threetests.This rst runis denotedby linel:elsefine4:else;
line7:else . Thelastteston line 7 will not be backtrackd asit
doesnot involve an input. Thus, the next testto be backtrackd
will be the teston line 4, andthe secondrun will force to be
zeroto take thethenbranchof thattest. The secondrun is thus:
linel:elsejined:then . The next backtrackingpoint will be atthe
testonline 1, andthenext runwill force to bezeroto explorethe
thenbranchof thattest. Assuming is still zero thethird runisthus
linel:thenjline4:then wherethethenbranchon line 4 is taken.
With a “branch-ceerage-drien” DART search,no backtracking
will take placein line 4 afterthe third run sinceboth branchesn
line 4 have alreadybeencovered.Thus,thefourth possibleexecu-
tion path linel:thenjine4:elsejine7:then will notbeexercised.
This meanghatthe thenbranchof line 7 wil never beenexplored
andtheabortstatementvill bemissed.

In summary usingbranchcoverageto guide backtrackings a
simpletechniquefor limiting “path explosion” but at the price of
oftenmakingthe searchincomplete.

In contrast, SMART reduceshe computationacomplexity of
DART without sacri cing full path coverageand henceprovably
without reducingbranchcoverage.

6.2 Better Summarieswith Loop Invariants

In the presencef loops,loop invariantscould be usedto generate
more generaland compactfunction summariegshanthosegener
atedby the path-by-pathprocedurgior computingsummariegpre-
sentedn Sectiord.2.



For instance,consideragain the function shavn in

Section5.1. Insteadof thefunctionsummary

amorecompactandgenerafunctionsummaryis

Indeed,the latter is independenbf ary maximumsize for the
string .

While inferring loop invariantsis known to be a hardproblem
in generalit might be possibleto designgood heuristicsto infer
suchinvariantsfor frequentpatternsof loops commonlyusedin
speci ¢ typesof programs suchas scanningan input paclet for
a speci c value in a protocol implementation.Concretevalues
known atruntimecouldalsobeusedin this context to facilitatethe
detectiorof “partial” loopinvariantsj.e.,simpli ed loopinvariants
thatarevalid only whensomeinput variablesare x ed.

7. Conclusion

DART [GKSO05], andcloselyrelatedwork (e.g.,[SMAO05, CEOQ5,
YST 06)), is apromisingnen approacho automaticallygenerate
testsdfrom programanalysisActually, DART canbeviewed[GKO05]
asoneway of combiningstatic(interfaceextraction,symbolicex-
ecution)and dynamic(testing,run-time checking)programanal-
ysis with model-checkingechniquegsystematicstate-spacex-
ploration)in orderto addresne of the main limitations of pre-
vious dynamic, concrete-gecution-basedoftware model check-
ers (such as VeriSoft [God97, JazaPathFinder[VHBPO0OQ] and
CMC [MPC 02], amongothers),namelytheir inability to auto-
maticallydealwith input datanondeterminism.

But DART suffers from two major limitations. First, its effec-
tivenesgritically dependon the symbolicreasoningapability
available. Wheneer symbolic executionis not possible,concrete
valuescanbe usedto simplify constraintandcarryonwith asim-
pli ed, partialsymbolicexecutionasexplainedin Section2. Ran-
domizationcanalsohelp by suggestingoncretevalueswheneer
automatedeasonings impossibleor dif cult. Still, it is currently
unknavn whetherdynamictestgenerations really thatsuperiorto
statictestgenerationthatis, how often usingconcretevaluesand
randomizatiorhelpsin practice.More experimentswith different
examplesof applicationsaareneededo determinghis.

SecondPART sufersfrom the“path explosion” problem:sys-
tematicallyexploring all feasibleprogrampathsis typically pro-
hibitively expensve for large programsThis paperaddressethis
secondimitation in adrasticway, by performingdynamictestgen-
erationcompositionallyandeliminating path explosiondueto in-
terprocedurgbrogrampathgi.e., pathsacrosgunctionboundaries)
withoutsacri cing overall pathor branchcoverage.

Our approachadaptsknown techniquesfor interprocedural
staticanalysisto thecontext of dynamictestgenerationlt is worth
noting that implementation®f interproceduraktatic analysisare
typically bothincompletgmaymissbugs)andunsoundmaygen-
eratefalsealarms)with respecto falsi cation [GKO5]. In contrast,
our compositionaldynamictest generationis performedin such
away to presere the soundnessf bugs[God03: ary error path
foundis guaranteetb be sound- no “falsealarm”is ever reported
by DART or SMART, by design,asevery compositionakymbolic
executionis groundednto someconcreteexecution.Theonly kind
of imprecisionin our approachs incompleteneswith respecto
falsi cation: we maymissbugs.

The idea of compositionaldynamic test generationwas al-
ready suggestedn [GKO5]; the motivation of the presentpaper
is to investigatethis ideain detail. Otherrecentrelatedwork in-
cludes[CG0€, which proposesand evaluatesseveral heuristics
basedon light-weight staticanalysisof functioninterfacesto par
tition large software applicationsinto groupsof functions,called
units. Thoseunitscanthenbetestedn isolationwithoutgenerating
too mary falsealarmscausedy unrealisticinputsbeinginjected
at interfacesbetweenunits. In contrastwith the presentwork, no
summarizatiorof unit testing,nor ary globalanalysisis ever per
formedin [CGO06].Bothtypesof techniquesanactuallybeviewed
ascomplementaryWe refer the readerto [GKSO05] for a detailed
discussiorof otherautomatedestgeneratiortechniquesndtools,
andto [GKO05] for adiscussiorof otherpossibleDART extensions.

In closing,we believeit is anexciting time to bedoingresearch
in programanalysis:althoughmostof the basicideasbehindpro-
gramanalysisand automatictestgeneratiorhave often beenpub-
lisheddecadesgo,the computationapower availableon modern
computersnalestheimplementatiorandengineeringf theseold
ideasfeasible(or not sofar-fetched)for the rst time. As tremen-
dousprogresshasbeenmadeduring the last 10 yearsin the engi-
neeringof practically-usablautomateadodeinspectiortoolsusing
staticanalysiswe believe a big challengeandopportunityfor the
next 10 yearsis to automatesoftwaretesting(asmuchaspossible)
usingadwancesn programanalysis]ik e thosedescribedn this pa-
per, andtaking advantageof thosepowerful computers.
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