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Abstract
Dynamic test generationis a form of dynamicprogramanalysis
that attemptsto computetest inputs to drive a program along
a speci�c programpath. Directed AutomatedRandomTesting,
or DART for short, blendsdynamic test generationwith model
checkingtechniqueswith the goal of systematicallyexecutingall
feasibleprogrampathsof a programwhile detectingvarioustypes
of errorsusingrun-timecheckingtools (like Purify, for instance).
Unfortunately, systematicallyexploring all feasibleprogrampaths
doesnotscaleto large,realisticprograms.

This paperaddressesthis majorlimitation andproposesto per-
form dynamictestgenerationcompositionally, by adaptingknown
techniquesfor interproceduralstaticanalysis.Speci�cally, we in-
troducea new algorithm,dubbedSMARTfor SystematicModular
AutomatedRandomTesting, that extendsDART by testingfunc-
tions in isolation,encodingtestresultsasfunctionsummariesex-
pressedusing input preconditionsandoutputpostconditions,and
thenre-usingthosesummarieswhentestinghigher-level functions.
We show that, for a �x ed reasoningcapability, our compositional
approachto dynamictestgeneration(SMART) is both soundand
completecomparedtomonolithicdynamictestgeneration(DART).
In otherwords,SMART canperformdynamictestgenerationcom-
positionallywithout any reductionin programpathcoverage.We
alsoshow that,givenaboundon themaximumnumberof feasible
pathsin individualprogramfunctions,thenumberof programexe-
cutionsexploredby SMART is linearin thatbound,while thenum-
ber of programexecutionsexploredby DART canbe exponential
in thatbound.Wepresentexamplesof C programsandpreliminary
experimentalresultsthat illustrateand validateempirically these
properties.

Categoriesand SubjectDescriptors D.2.4 [Software Engineer-
ing]: Software/ProgramVeri�cation; D.2.5 [Software Engineer-
ing]: TestingandDebugging; F.3.1[LogicsandMeaningsof Pro-
grams]: SpecifyingandVerifying andReasoningaboutPrograms

GeneralTerms Veri�cation, Algorithms,Reliability

Keywords Software Testing, Automatic Test Generation,Pro-
gramAnalysis,Scalability, CompositionalAnalysis,ProgramVer-
i�cation
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1. Intr oduction
Givena program� , saya C programwith a million linesof code,
with a setof input parameters� , wouldn't it beniceto have a tool
thatcould automaticallygeneratea setof input valuesthatwould
exercise,say, evenonly 50%of thecode?

This problem is called the test generationproblem,and has
beenstudiedsincethe 70's (e.g.,[Kin76, Mye79]). Yet, effective
solutionsandtoolsto addressthisproblemhaveprovenelusive for
thelast30 years.Whathappened?

Thereare several possibleexplanationsto the currentlack of
practically-usable,industrial-strengthtools addressingthis prob-
lem.First,theexpensivesophisticatedprogram-analysistechniques
requiredto tackletheproblem,suchassymbolicexecutionengines
andconstraintsolvers,have only becomecomputationallyafford-
ablein recentyearsthanksto the increasingcomputationalpower
available on moderncomputers.Second,this steadyincreasein
computationalpower hasin turnenabledrecentprogressin theen-
gineeringof morepracticalsoftwaremodelcheckers,moreef�cient
theoremprovers,and,lastbut not least,morepreciseyet scalable
staticanalysistools.Indeed,automaticcodeinspectiontoolsbased
on staticprogramanalysisareincreasinglybeingusedin thesoft-
wareindustry(e.g.,[BPS00, HCXE02]).

Progresson practicaltest-generationtools basedon automatic
programanalysishas beenarguably slow, until recently where
therehasbeena renewedinterestfor this problem(e.g.,[BKM02,
BCH� 04, VPK04, CS05,GKS05,CE05]).Work in this areacan
roughlybepartitionedinto two groups:staticversusdynamictest
generation.

Static testgeneration(e.g.,[Kin76]) consistsof analyzingthe
program � statically, by exclusively using symbolic execution
techniquesto attemptto computeinputsto drive � alongspeci�c
executionpathsor branches,without ever executingthe program.
Unfortunately, theapplicabilityof thisapproachis severelylimited
whenthe program � containsstatementswhosebehavior cannot
bepredictedstaticallywith symbolicexecution.

Dynamic test generation(e.g., [Kor90]) consistsof executing
theprogram� , typically startingwith somerandominputs,gath-
eringsymbolicconstraintson inputsalongtheexecution,andthen
usinga constraintsolver to infer variantsof theprevious inputsin
orderto steerthenext executionof theprogramtowardsa speci�c
programstatement.Thisprocessis repeateduntil agiven�nal state-
mentis reachedor aspeci�c programpathis executed.As observed
in [GKS05] andexplainedin detail in the Section2, given some
�x ed symbolicexecutionand constraintsolving capabilities,dy-
namictestgenerationgeneralizesstatictestgeneration,andcanal-
leviatetheinherentlimitationsof symbolicexecutionby usingcon-
cretevalues,availableat runtime,to simplify symbolicexpressions
thatarebeyondthescopeof thegivenconstraintsolver. In practice,
dynamictestgenerationseemsmoreeffective thanstatictestgen-



erationasit cansometimeseasilyhandleprogramsfor whichstatic
testgenerationis totally helpless(seeSection2).

DirectedAutomatedRandomTesting[GKS05], or DART for
short, is a recentvariant of dynamic test generationthat blends
it with modelcheckingtechniqueswith thegoalof systematically
executingall feasibleprogrampathsof a programwhile detecting
varioustypesof errorsusingrun-timecheckingtools (like Purify,
for instance).Unfortunately, systematicallyexploring all feasible
programpathsdoesnotscaleto large,realisticprograms.

This paperaddressesthis majorlimitation andproposesto per-
form dynamictestgenerationcompositionally, by adaptingknown
techniquesfor interproceduralstaticanalysis(e.g.,[RHS95]) that
have beenusedto make staticanalysisscalableto very largepro-
grams(e.g.,[BPS00, HCXE02,DLS02,CDW04]).Speci�cally, we
introduceanew algorithm,dubbedSMARTfor SystematicModular
AutomatedRandomTesting, that extendsDART by testingfunc-
tions in isolation,encodingtestresultsasfunctionsummariesex-
pressedusing input preconditionsandoutputpostconditions,and
thenre-usingthosesummarieswhentestinghigher-level functions.
We show that, for a �x ed reasoningcapability, our compositional
approachto dynamictestgeneration(SMART) is both soundand
completecomparedtomonolithicdynamictestgeneration(DART).
In otherwords,SMART canperformdynamictestgenerationcom-
positionally without any reduction in programpath (and hence
branch)coverage.We alsoshow that,given a boundon the max-
imum numberof feasiblepathsin individual programfunctions,
thenumberof programexecutionsexploredby SMART is linearin
that bound,while the numberof programexecutionsexploredby
DART canbe exponentialin that bound.We presentexamplesof
C programsandpreliminaryexperimentalresultsthatillustrateand
validateempiricallytheseproperties.To thebestof ourknowledge,
SMART is the�rst algorithmfor compositionaldynamictestgen-
eration.We claim that a SMART searchis necessaryto make the
“DART approach”scalableto largeprograms.

Thispaperis organizedasfollows.In Section2, wecomparein
detail the staticanddynamicapproachesto testgeneration.Then,
we recall the DART searchalgorithm of [GKS05] in Section3.
We then introducethe SMART searchalgorithm and discusses
its correctnessand complexity. Section5 discussesexamplesof
programsandexperimentalresultscomparingthe performanceof
DART andSMART. Weconcludewith someadditionalremarksin
Section6 andby discussingotherrelatedwork in Section7.

2. Background
2.1 ProblemDe�nition

Considera sequential,deterministicprogram� consistingof a set
of programstatements� (assignments,tests,loops,etc.).Givenan
input � , � computesauniquevalue ��� ��� ��� (alsocalledoutput)
where��� ��� denotestheexecutionof � inducedby � . Theproblem
of testinputgeneration is de�ned asfollows.

DEFINITION 1 (TestInputGeneration).Givena statement�
	��
of a program � , computean input � such that theexecution��� ���

of � inducedby � reachesstatement� .

A variantof thepreviousde�nition is asfollows.

DEFINITION 2 (TestSuiteGeneration).Givena program � with
a set � of statements,computea setof inputs �
� such that, for all
statement� in � , there is an input � in �

� such that theexecution
��� ��� of � inducedby � reachesstatement� .

It is interestingto observe how effective randomtestingcan
be in solvingeachof thesetwo problems.Randomtestingsimply
meanschoosinganinput randomly. It is a simpleandwell-known

technique(e.g.,[BM83]), which in practicecansometimesbe re-
markablyeffectiveat �nding softwarebugs[FM00].

PROPOSITION 1. If ��������� denotestheprobabilityof reachingany
onestatementin � with � randominputs,wehave

��������������������� �"!����������#�

(where � denoteslogical implication).

This propositionimplies that randomtesting is in generalmore
likely to solve thesecondproblemof testsuitegenerationthanthe
�rst problemof testinputgeneration.

Still, thepowerof randomtestingis limited to addressthelatter
problem.

PROPOSITION 2. If �%$'&(&

�

����� denotestheprobabilityof reachingall
thestatementsin � with � randominputs,wehave

� � ��� � �)�
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Intuitively, thelargertheset � of statements,thelesslikely random
testingwill beableto cover themall.

Althoughobviously �%$'&(&

�
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0

���+� if ��,21 , increasing
� doesnotnecessarilyincrease�
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muchin practice.For instance,
the 3547658 branchof theconditionalstatement“ 9
:<;>=@?A?CB#DFEG3H476
8

I#I#I ” hasonly onechanceto be exercisedout of J5K

� if = is a 32-
bit integer programinput that is randomlyinitialized. In practice,
this meansthat randomtestinghasvirtually no chanceto exercise
the 3H47658 branchof that conditionalstatement.The limitations of
randomtestingarewell-known (e.g.,[OH96]).

In what follows, testgeneration will denotebothproblemsun-
lessotherwisespeci�ed.

2.2 Static TestGeneration is Often Ineffective

The�rst approachto testgenerationwasproposedabout30 years
ago[Kin76]. It consistsof analyzingtheprogram� statically, by
exclusively usingsymbolicexecutiontechniquesto try to compute
appropriateinputs � to drive � alongspeci�c executionpathsor
branches,withouteverexecutingtheprogram.

More precisely, the idea is to symbolically explore the tree
of all computationsa programexhibits when all possiblevalue
assignmentsto input parametersareconsidered.For eachcontrol
path L , that is, a sequenceof control locationsof the program,
a path constraint M�N is constructedthat characterizesthe input
assignmentsfor which theprogramexecutesalong L . All thepaths
canbeenumeratedby a searchalgorithmthatexploresall possible
branchesat conditionalstatements.The paths L for which M�N is
satis�ablearefeasibleandarethe only onesthatcanbe executed
by the actualprogram.The solutionsto M�N exactly characterize
the inputs that drive the programthrough L . Assumingthat the
theoremprover usedto checkthe satis�ability of all formulas M

N

is soundandcomplete,thisuseof staticanalysisamountsto akind
of symbolictesting.

Unfortunately, this approachdoesnot work whenever the pro-
gramcontainsstatementsinvolving constraintsoutsidethe scope
of reasoningof thetheoremprover, i.e.,statements“that cannotbe
reasonedaboutsymbolically”. This limitation is illustratedby the
following example.
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Assumethat thefunction 4�`

T

4 cannotbereasonedaboutsymbol-
ically. Formally, this meansthat it is in generalimpossibleto gen-
eratetwo valuesfor inputs = and \ that areguaranteedto satisfy
(or violate) the constraint =i?H?j4�`

T

4�;>\CE . Note that, if 4�`

T

4 is



a hashor cryptographicfunction, it hasbeenmathematicallyde-
signedspeci�cally sothatsuchreasoningis impossible.

In this case,static test generationcannotgeneratetest inputs
to drive the executionof this programthrougheither branchof
the conditionalstatementin line 5: statictestgenerationis totally
helplessfor aprogramlike this.

The practicalimplication of this simpleobservation is signi�-
cant:statictestgenerationasproposedby King 30 yearsagoand
discussedin many paperssince then (e.g., see[Mye79, Edv99,
BCH

�

04, VPK04,XMSN05, CS05])is doomedto performpoorly
whenever symbolicexecutionis notpossible.

The above limitation would not be severe if conditionalstate-
mentsbeyond thescopeof theoremprovers,like =_?A? 4�`

T

4+;a\CE ,
wererarein practice.Unfortunately, suchstatementsareextremely
frequentin systemscodewritten in programminglanguageslike C
andC++. Indeed,thoseprogramstypically involve complex pro-
gramstatements(pointermanipulations,arithmeticandbit-vector
operations,etc.), and many calls to operating-systemand library
functionsthatarehardor impossibleto reasonaboutsymbolically
with goodenoughprecision.

2.3 Dynamic TestGeneration is Mor ePowerful

A secondapproachto test generationis dynamictest generation
(e.g.,[Kor90, GMS00]): the programis executedconcretely, pos-
sibly on a �rst input chosenat random,andsymbolicconstraints
aregatheredalongtheexecution.Then,a constraintsolver is used
to infer variantsof the�rst input, andtheprocessis repeateduntil
a given statementis reached.This is theclassicde�nition of “dy-
namic test generation”which addressesthe test input generation
problemde�ned in Section2.1,andhasbeenstudiedextensively in
thetestingresearchliterature(e.g.,[Kor90, GMS00]).

Recently, dynamictestgenerationhasbeenadaptedto alsodeal
with theotherproblemof testsuitegeneration.DART [GKS05]and
subsequentrelatedpapers[SMA05, CE05, YST � 06] addressthis
secondproblemfor the set � of all programstatements.Starting
with a randominput, a DART-instrumentedprogramcalculates
duringeachexecutionaninput vectorfor thenext execution.This
vectorcontainsvaluesthatarethesolutionof symbolicconstraints
gatheredfrom predicatesin branchstatementsduringtheprevious
execution.Thenew input vectorattemptsto forcetheexecutionof
theprogramthrougha new path.By repeatingthis process,sucha
directedsearch attemptsto forcetheprogramto sweepthroughall
its feasibleexecutionpaths,in a stylesimilar to systematictesting
anddynamicsoftware modelchecking [God97].

A key observationfrom[GKS05]is thatimprecisionin symbolic
executioncanbealleviatedusingconcretevaluesandrandomiza-
tion: whenever symbolicexecutiondoesnotknow how to handlea
programstatementinvolving someinputvariables,onecanalways
simplify thoseconstraintsby usingtheconcretevaluesof thosein-
puts.Let usillustratethis importantpointwith anexample.

Consideragaintheexampleof theprogramP
SFTAURVAW

6 presented
in Section2.2. Even thoughit is statically impossibleto gener-
ate two valuesfor inputs = and \ suchthat the constraint =i?A?

4�`

T

4+;>\CE is satis�ed(or violated),it is easyto generate,for a �x ed
valueof \ , a valueof = that is equalto 4�`

T

4�;>\CE sincethelatter is
known at runtime.By picking randomlyandthen�xing thevalue
of \ , wecan,in thenext run,setthevalueof theotherinput = either
to 4�`

T

4+;a\CE or to somethingelsein orderto forcetheexecutionof
the thenor elsebranches,respectively, of the test in the function

P
SFTHURV@W

6 . (DART doesthisautomatically[GKS05].)
In summary, statictestgenerationis totally helplessto generate

testinputsfor theprogramP
SFTHURV@W

6 , whiledynamictestgeneration
caneasilydrive theexecutionsof thatsameprogramthroughall its
feasibleprogrampaths!

Dynamictestgenerationcanbeviewedasextendingstatictest
generationwith additionalruntimeinformation,and is thusmore
generalandpowerful. Indeed,it canusethesamesymbolicexecu-
tion engineanduseconcretevaluesto simplify constraintsoutside
the scopeof the constraintsolver. This is why we claim dynamic
testgenerationprovidestheonly hopeof onedayproviding effec-
tive, practicaltestgenerationtools that areapplicableto real-life
software.And this is why we believe the topic addressedin this
paperis socentralto reachingthatgoalfor large softwareapplica-
tions.

3. The DART Search Algorithm
In this section,we recall the DART searchalgorithm �rst intro-
ducedin [GKS05],andlaterre-implementedin [SMA05] and(in-
dependently)in [CE05]. We presentherea simpli�ed versionto
facilitatetheexposition.Thereaderis referredto [GKS05] for ad-
ditionaldetails.

Like other forms of dynamic test generation(e.g., [Kor90]),
DART consistsof running the program � under test both con-
cretely, executingthe actualprogram,andsymbolically, calculat-
ing constraintson valuesat memorylocationsexpressedin terms
of inputparameters.Theseside-by-sideexecutionsrequirethepro-
gram � to beinstrumentedat thelevel of aRAM (RandomAccess
Memory)machine.

The memory
�

is a mappingfrom memoryaddresses1 to,
say, 32-bit words.Thenotation � for mappingsdenotesupdating;
for example,

�����

�

�

��� 1
	 � �
� is thesamemapas
�

, ex-
cept that

���

� 1 � � � . We identify symbolicvariablesby their
addresses.Thusin anexpression,1 denoteseithera memoryad-
dressor thesymbolicvariableidenti�ed by address1 , depending
on thecontext. A symbolicexpression, or just expression,� canbe
of the form 1 , � (a constant),�@���

���

�

� �

� (a dyadic term denoting
multiplication), ! ���

�
�

�

� �

� (a termdenotingcomparison),�����
�

� (a
monadicterm denotingnegation), ���

�

(a monadicterm denoting
pointer dereference),etc. Thus, the symbolicvariablesof an ex-
pression� arethesetof addresses1 thatoccurin it. Expressions
havenoside-effects.

The program � manipulatesthe memory throughstatements
thatarespeciallytailoredabstractionsof the machineinstructions
actuallyexecuted.Thereis asetof numbersthatdenoteinstruction
addresses,thatis, statementlabels.If � is theaddressof astatement
(otherthanabort or halt), then ����� is guaranteedto alsobe an
addressof astatement.Theinitial addressis ��� . A statementcanbe
a conditionalstatement� of the form � �"���
���! 

�#" �	�

�

�

�

�

(where
� is an expressionover symbolicvariablesand �

�

is a statement
label),an assignmentstatement$ of the form 1&%'� (where 1

is a memoryaddress),abort, correspondingto a programerror, or
halt, correspondingto normaltermination.

Theconcretesemanticsof theRAM machineinstructionsof �

is re�ectedin �'�)(+*-,.()/0� �21
�3�24#�5/0�@���

�
�

� , whichevaluatesexpres-
sion � in context

�

and returnsa 32-bit value for � . Addition-
ally, the function statementat( � ,

�

) speci�es the next statement
to be executed.For an assignmentstatement,this function calcu-
lates,possiblyinvolving addressarithmetic,the address1 of the
left-handside,wheretheresultis to bestored;in particular, indirect
addressing,e.g.,stemmingfrom pointers,is resolvedat runtimeto
acorrespondingabsoluteaddress.1

A program � de�nes a sequenceof input addresses 6

7

� , the
addressesof the input parametersof � . An input vector 6� , which

1 We do this to simplify the exposition; left-hand sidescould be made
symbolicaswell.



evaluatesymbolic( � ,
�

, � ) =
match � :

case1 : //thesymbolicvariablenamed1

if ( 1 	 domain� ) then return � ( 1 )
elsereturn

�

( 1 )
caseop(param-list): //someoperation

if (op(param-list)	�� ) then
return op(param-list) //thisconstraintis in theory �

else // otherwisefall-backonconcretevalue
complete= 0
return evaluateconcrete( � ,

�

)

Figure1. Symbolicevaluation

associatesa valueto eachinput parameter, de�nestheinitial value
of 6

7

� andhence
�

.2

Let � be the set of conditionalstatementsand � the set of
assignmentstatementsin � . A program execution � is a �nite 3

sequencein ���
	
���

�

�^�
����� ���H� abort � halt � . We preferto view
� asbeingof theform � � �A���+�5�
�

I#I#I

�������

�

�
� , where���+	��

� (for
��!�� !�� � � ), �

�
	�� (for ��!���!�� ), and � 	 ] abort

�

halt
h

.
Theconcretesemanticsof � attheRAM machinelevel allowsusto
de�ne for eachinput vector 6

� anexecutionsequence:theresultof
executing� on 6� (thedetailsof thissemanticsisnotrelevantfor our
purposes).Let ���
	
���R� �%� be the setof suchexecutionsgenerated
by all possible 6� . By viewing eachstatementasa node, ���
	
���
� �%�

forms a tree,calledthe executiontree. Its assignmentnodeshave
onesuccessor;its conditionalnodeshave oneor two successors;
andits leavesare labeledabort or halt. The goal of DART is to
exploreall pathsin theexecutiontree ���
	
���R� �%� .

To simplify the following discussion,we assumethat we are
given a theoremprover that decidesa theory � (for instance,in-
cluding integer linear constraints,pointerconstraints,array/string
constraints,bit-level operationconstraints,etc.).Thiswill allow us
to explainhow wehandlethetransitionfrom constraintswithin the
theory � to thosethatareoutside.

DART maintainsa symbolicmemory� thatmapsmemoryad-
dressesto expressions.Initially, � is a mappingthat mapseach

1 	
6

7

� to itself. Expressionsareevaluatedsymbolicallyasde-
scribedin Figure1. Whenan expressionfalls outsidethe theory

� , DART simply falls back on the concrete value of the expres-
sion,which is usedastheresult.In sucha case,we alsoseta �ag
completeto  , whichweuseto trackcompleteness.With thiseval-
uationstrategy, symbolicvariablesof expressionsin � arealways
containedin 6

7

�
.

To carry out a searchthroughthe execution tree, our instru-
mentedprogramis run repeatedly. Eachrun (except the �rst) is
executedwith the help of a recordof the conditionalstatements
executedin the previous run. For eachconditional,we recorda
donevalue,which is 0 whenonly one branchof the conditional
hasexecutedin prior runs(with thesamehistoryup to thebranch
point) and is 1 otherwise.This informationassociatedwith each
conditionalstatementof the last executionpathis storedin a list
variable called stack, kept in a �le betweenexecutions.For � ,

 �!!��,"� stack � , stack � � � is thusthe recordcorrespondingto the
� � � th conditionalexecuted.

Moreprecisely, our testdriver run DARTis shown in Figure2.
Thisdrivercombinesrandomtesting(therepeatloop)with directed

2 To simplify the presentation,we assumethat #

$

�
is the samefor all

executionsof % .
3 Wethusassumethatall programexecutionsterminate;in practice,thiscan
beenforcedby limiting thenumberof executionsteps.

run DART() =
complete= 1
repeat

stack = &(' ;
6

� = [] ; directed= 1
while (directed) do

try (directed, stack, 6� ) =
instrumentedprogram(stack, 6� )

catchany exception�

print “Bug found”
exit()

until complete

Figure2. Testdriver

instrumentedprogram� stack
�

6��� =
// Randominitializationof uninitializedinputparametersin 6

7

�

for eachinput = with 6�.� =
� unde�neddo 6�.� =
� = random���

Initialize memory
�

from 6

7

� and 6�

// Setupsymbolicmemoryandprepareexecution
� � � 1 	� 1)�
1 	

6

7

�
�

� = �
�

// Initial programcounterin �

� =  // Numberof conditionalsexecuted
// Now invoke � intertwinedwith symboliccalculations

� = statementat( � ,
�

)
while ( �+* 	[] abort

�

halt
h

) do
match ( � )

case( 1 % � ):
� = � + � 1 	� evaluatesymbolic���

�
�

�

�����

� = evaluateconcrete���

�
�

�

�

=
�

� � 1 	���
� ; � = � � �

case( � �����5� �2 

�#" ���

�

�

�

�

):
,

= evaluateconcrete���

�
�

�

� = evaluatesymbolic���

�
�

�

���

if
,

then
path constraint = path constraint -.& �/'

� = �

�

else
path constraint = path constraint -.& neg � �#�0'

� = � � �

if ( � �1� stack � ) then stack = stack -2&
 3'

� = � � �

� =statementat( � ,
�

) // Endof while loop
if ( � ==abort) then

raiseanexception
else// � ==halt

return solvepath constraint( � ,path constraint,stack)

Figure3. Instrumentedprogram

search(thewhile loop). If theinstrumentedprogramthrows anex-
ception,thenabughasbeenfound.Thecompleteness�ag complete
holdsunlessa “bad” situationpossiblyleadingto incompleteness
hasoccurred.Thus,if thedirectedsearchterminates—thatis, if di-
rectedof the inner loop no longerholds—thentheouterloop also
terminatesprovided thecompleteness�ag still holds.In this case,
DART terminatesandsafelyreportsthatall feasibleprogrampaths
have beenexplored.But thecompleteness�ag hasbeenturnedoff
at somepoint, thenthe outer loop continuesforever (modulore-
sourceconstraintsnotshown here).

Theinstrumentedprogramitself is describedin Figure3 (where
- denoteslist concatenation).It executesasthe original program,



solvepath constraint( � ,path constraint,stack) =
�

� ��� �

while (
�

*  )
if (stack[

�

] = 0) then
�

()/�� �!15���2/ 4�( ��� /2�

�

� = neg(�

( /�� �21
�f�2/ 4#( � � /5�

�

� �

if (�

()/�� �!15���2/ 4�( � �3/2�  

�

I'I#I

�

�

� hasasolution
6

�

�

) then
stack[

�

] = 1
return � �

�

stack �  

I I

�

�

�

6� � 6�

�

�

else
�

�

�

� �

else
�

�

�

� �

return �
 

� �

� // Thisdirectedsearchis over

Figure4. Solve pathconstraint

butwith interleavedgatheringof symbolicconstraints.At eachcon-
ditional statement,it also possibleto checkwhetherthe current
executionpathmatchesthe onepredictedat the endof the previ-
ousexecutionandrepresentedin stack passedbetweenruns.How
to do this is describedin the function compare and updatestack
of [GKS05],which is not recalledhere.

Whentheoriginalprogramhalts,new inputvaluesaregenerated
in solvepath constraint, shown in Figure4, to attemptto forcethe
next run to executethe last4 unexplored branchof a conditional
alongthe stack.If sucha branchexists and if the pathconstraint
thatmayleadto its executionhasasolution 6

�

�

, thissolutionis used
to updatethemapping 6� to beusedfor thenext run; valuescorre-
spondingto inputparametersnot involvedin thepathconstraintare
preserved(thisupdateis denoted 6� � 6�

�

).
Themainpropertyof DART is statedin thefollowing theorem,

which formulates(a) soundness(of errorfounds)and(b) a form of
completeness.

THEOREM 1. [GKS05] Considera program � aspreviouslyde-
�ned. (a) If run DARTprints out “Bug found” for � , thenthere is
someinput to � that leadsto anabort.(b) If run DARTterminates
withoutprinting “Bug found,” thenthere is no input that leadsto
an abort statementin � , andall pathsin ���
	
���
� �%� havebeenex-
ercised.(c) Otherwise, run DARTwill run forever.

Proofsof (a) and(c) areimmediate.The proof of (b) restson the
assumptionthat any potentialincompletenessin DART's directed
searchis (conservatively) detectedandrecordedby settingthe�ag
completeto  .

4. The SMART Search Algorithm
Wenow presentanalternativesearchalgorithmthatdoesnotcom-
promisesearchcompletenessbut is typically muchmoreef�cient
thantheDART searchalgorithm.Thegeneralideabehindthisnew
searchalgorithmis to performdynamictestgenerationcomposi-
tionally, by adapting(dualizing)known techniquesfor interproce-
duralstaticanalysisto thecontext of automateddynamictestgener-
ation.Speci�cally, we introducea new algorithm,dubbedSMART
for SystematicModularAutomatedRandomTesting, thattestsfunc-
tionsin isolation,collectstestingresultsasfunctionsummariesex-
pressedusingpreconditionson functioninputsandpostconditions
on functionoutputs,andthenre-usethosesummarieswhentesting
higher-level functions.

We assumewe are given a program � that consistsof a set
of functions.If a function � is part of � , we write � 	 � . In

4 A depth-®rstsearchis usedfor exposition,but thenext branchto beforced
couldbeselectedusinga differentstrategy, e.g.,randomlyor in a breadth-
®rst manner.

what follows, we usethe genericterm of function to denoteany
partof a program� thatwe want to analyzein isolationandthen
summarizeits observed behaviors. Obviously, any otherkinds of
programfragmentssuchasprogramblocksorobjectmethodscould
betreatedas“functions” for thepurposeof thispaper.

To simplify thepresentation,weassumethatthefunctionsin �

do not performrecursive calls, i.e., that the call-�o w graphof �

is acyclic. (It is conceptuallyeasyto lift this restrictionby using
dynamicprogrammingtechniquesto computefunctionsummaries;
this is standardin interproceduralstatic analysisand pushdown
systemveri�cation as describedin [RHS95, ABE � 05], among
many others.)As previously stated,we also assumethat all the
executionsof � terminate.Note that both of theseassumptions
do not prevent � from possiblyhaving in�nitely many executions
paths,asis thecaseif � containsaloopwhosenumberof iterations
maydependonsomeunboundedinput.

4.1 De�nition of Summaries

For a given theory � of constraints,a function summary M	� for
a function � is de�ned asa formula of propositionallogic whose
propositionsare constraintsexpressedin � . In what follows, M

�

will typically be de�ned as a disjunctionof formulas M	
 of the
form M�
^� �

�

4#��
 �

�

1H�2/�
�� , where �

4#�

 is a conjunctionof
constraintson the inputs of � while �

1H�2/

 is a conjunctionof

constraintson the outputsof � . M�
 can be computedfrom the
pathconstraintcorrespondingto the executionpath � as will be
describedshortly. An input to a function � is any address(memory
location)that canbe readby � in someof its execution,while an
outputof � is any addressthatcanbewritten by � in someof its
executionsandlaterreadby � after � returns.

Preconditionsin functionsummariesareexpressedin termsof
constraintson functioninputsinsteadof programinputsin orderto
avoid duplicationof identicalsummariesin equivalentbut different
callingcontexts.For instance,in thefollowing program
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the summaryfor the function 9

T �7P@T

9
3�9

O

6 could be � ��!  �

4 �5/ � �R�#" � � !  �&4 �5/ �1 A� (if � includeslineararithmetic)
where 4#��/ denotesthe value returnedby the function.This sum-
mary is expressedin termsof the function input = , independently
of speci�c calling contexts which maymap = to differentprogram
inputslike \ and � in thisexample.5

Whenever a constrainton some input cannot be expressed
within � , no constraintis generated.For instance,considerthe
following function $ :

5 Rememberthatsymbolicvariablesareassociatedwith programor func-
tion inputs,i.e.,memorylocationswhereinputsarebeingreadfrom. When
syntacticprogramvariablesuniquelyde®newherethoseinputsarestored,
like variables% , & and ' in theabove example,we merelywrite ªaninput

% º in thetext to simplify thepresentation.
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Assumethattheconstraint;a4�`

T

4�;>=CER?A?FB'DADFE correspondingto the
conditional statementof line 5 cannotbe expressedin � . The
summaryM 
 of the executionpath � correspondingto taking all
theelsebranchesat the threeconditionalstatementsin function $

is then � � � *  A�
	 � � ! �  A� ��� 4#��/��YJ .
A precondition�

4#� 
 of a summaryis thusa propositionalfor-
mulabuilt from propositionsrepresentingconstraintsexpressiblein

� on function inputs.A preconditionde�nes anequivalenceclass
of concreteexecutions.All the concreteexecutionscorrespond-
ing to concreteinputssatisfyingthe samepreconditionareguar-
anteedto executethesameprogrampathonlyprovidedthatall the
constraints along that path are in � . Otherwise,concreteinputs
satisfyingthe samepreconditionarenot guaranteedto follow the
samepath.In the exampleabove, if the path � that takesall the
elsebranchesin function $ wasexploredwith a randomconcrete
value,say, �G��� , anothervaluesatisfyingthesameprecondition

� � �j*  H�
	 � ��! �/ A� � , say � ��� is not guaranteedto yield the
sameprogrampath,becauseof the presenceof the unpredictable
conditionalstatementin line5 (as� (F�
�����A� couldverywell be100).
Theexecutionof this conditionalstatementmakesa DART search
incomplete(the�ag completeis thensetto  ).

Note that all the preconditionsin a function summaryarenot
necessarilymutually exclusive: a given concretestatemay sat-
isfy morethanonepreconditionin a functionsummarywhenthe
functioncontainsconditionalstatementswhosecorrespondingcon-
straintsareoutside� .

4.2 Computing Summaries

Functionsummariescanbecomputedby successive iterations,one
pathata time.Startingwith arandompath,onedynamicallytracks
which memorylocationsarebeingreadby thefunctionandwhich
arebeingwritten.Thoselocationscorrespondto thefunctioninputs
andoutputs,respectively.

When the execution of the function terminates(either on a
return statementor on a 4�`��
3 or `

S�P
W

3 statement),the DART-
computedpath constraintfor the currentpath � in the function
canbe usedto generatea precondition�

4 ��
 for that path. �

4#��


is obtainedby simplifying theconjunctionof branchconditionson
functioninputsin thepathconstraintfor � .

If the executionof the function terminateson a return state-
ment,a postcondition�

1H�5/�
 canbe computedby taking the con-
junction of constraintsassociatedwith memory locations 1 	

�

4
� /0�@���

�

6�

�

� � written during the executionof � during the last
execution � generatedfrom a context (setof input values) 6� . Pre-
cisely, wehave

�

1A�2/�
 �

�

0������

�������
� �"!

#

� 
%$

� 1 � evaluatesymbolic� 1

�
�

�

��� �

Otherwise,if the function terminateson a 4�`��53 or `

S�P5W

3 state-
ment,we de�ne �

1A�2/�
G� � ( * � � to recordthis in thesummaryfor
possiblelater usein the calling context, asdescribedin what fol-
lows.

A summaryfor the execution path � in � is then M



�

�

�

4#�

Y�

�

1H�2/�
+� . The processis repeatedfor successive DART-
exercisedpaths � in � , andthe overall summaryfor � is de�ned

as

M � �'&




M�


By default, the above procedurecan always be usedto com-
pute function summariespath by path.But moreadvancedtech-
niques,suchasautomatically-inferredloop invariants,could also
beused.We will discussthis point further in Section6. Note that

�

4 �

 can always be approximatedby � (+* ��� (the strongestpre-
condition)while �

1H�5/ 
 canalwaysbeapproximatedby / 4�, � (the
weakest postcondition)without compromisingthe correctnessof
summaries,andthatany techniquefor generatingprovably correct
weakerpreconditionsor strongerpostconditionscanbeusedto im-
proveprecision.

Giventhecall-�o w graph (*) of a program� (which we have
previously assumedto be acyclic) and a topologicalsort of the
functionsin ( ) computedstartingfrom the top-level functionof
theprogram,unctionsummariescanthenbecomputedin eithera
bottom-upor top-downstrategy.

With a bottom-upstrategy, one startstestingfunctionsat the
deepestlevel, onecomputessummariesfor those,andthenmoves
up the topologicalsort to functionsone-level up while re-using
the summariesfor the functionsbelow (as describedin the next
subsection).Thisprocessis repeatedup to thetop-level functionof
theprogram.

While thebottom-upstrategy is conceptuallytheeasiestto un-
derstand,it suffersfrom two majorlimitationsthatmake its imple-
mentationproblematicin thecontext of compositionaldynamictest
generation.

First, testinglower-level functionsin isolationfor all possible
contexts (i.e., for all possibleinput values)is likely to triggerun-
realistic behaviors that may not happenin the speci�c contexts
in which the function canactuallybe calledby higher-level pro-
gram functions;this analysiscan be prohibitively expensive and
will likely generateanunnecessarilylargenumberof spurioussum-
mariesthatwill never beusedsubsequently. Thus,too manysum-
mariesarecomputed.

Second,becauseof the inherentlimitation of symbolicexecu-
tion to reasonaboutconstraintsoutsideof thegiventheory � , sum-
mariescomputedin bottom-upfashionmaybeincompletein pres-
enceof statementsinvolving constraintsoutsideof � . For instance,
in the casepf function $ presentedin Section4.1, analyzing$ in
isolationusingDART techniqueswill probablynot be ableto ex-
ercisethe thenbranchof the conditionalstatementon line 5, i.e.,
to randomly�nd a valueof � suchthat 47`

T

4+;>=FE�?A? B'DAD . How-
ever, in its actualcalling contexts within theprogram� , it is very
well possiblethat the function $ is often calledwith valuesfor �

thatsatisfythisconstraint.In this case,too few summariesarepre-
computed,andit is necessaryto computelaterin thesearchasum-
maryfor thecasewhere4�`

T

4+;>=CE�?A?2B'DAD is satis�ed.
To avoid thesetwo limitations,werecommendandadopta top-

down strategy for computingsummariesonademand-drivenbasis.
A completealgorithmfor doingthis is describednext.

4.3 Algorithm

A top-down SMART searchalgorithmis presentedin Figures5,
6 and 7. The pseudo-codeshown in those�gures is similar to
the onepresentedearlier in Figures2, 3 and4, respectively, with
the exceptionof the new additionallines marked by (*). Indeed,
SMART strictly generalizesDART andreducesto it in thecaseof
programsconsistingof asinglefunction.

A SMART searchperformsdynamictestgenerationcomposi-
tionally, usingfunctionsummariesasde�ned in theprevious sec-
tions.Thosesummariesaredynamicallycomputedin a top-down
mannerfollowing a topologicalsort of the call-�o w graph (

) of
� .



run SMART() =
complete= 1
(*) summary� � � 	��� ��� 	 � � // Setof summaries
repeat

stack = &(' ;
6� = [] ; directed= 1

(*) context stack � & �

� �

 A�0' // Stackof contexts
while (directed) do

try (directed, stack, 6� ) =
SMARTinstrumentedprogram(stack, 6� )

catchany exception�

print “Bug found”
exit()

until complete

Figure5. SMART testdriver

Startingfrom the top-level function,oneexecutestheprogram
(initially on somerandominputs) until one reachesa �rst func-
tion � whoseexecutionterminateson a returnor 4�`��
3 statement.
One then backtracksinside � as much as possibleusing DART,
computingsummariesfor that function andeachof thoseDART-
triggeredexecutions.Whenthis search(backtracking)in � is over,
onethenresumesthe original executionwhere � wascalled,this
time treating� essentiallyasablack-box,i.e.,withoutanalyzingit
andre-usingits previouslycomputedsummaryinstead.Thesearch
proceedssimilarly, with thenext backtrackingpointbeingin some
lower-level function,if any, calledafter � returns,or in thefunction

� thatcalled � otherwise,or someotherhigher-level functionthat
called � if thesearchin � is itself over.

Thisstrategy differsfrom thebottom-upstrategy sketchedin the
previoussubsectionsinceaninitial callingcontext is determinedby
an initial top-down traversalandthe order in which backtracking
pointsareconsideredis different.This searchorderis alsodiffer-
entfromDART'ssearchorder. For instance,followinga�rst execu-
tion where� calls � andthen � returns,the�rst backtrackingpoint
consideredby SMART will typically bein � (if � containsacondi-
tionalstatement,etc.),while the�rst backtrackingpointconsidered
by DART will beat thelastconditionalstatementexecutedbefore
this �rst run terminates(assuminga depth-�rst DART's searchor-
der), and will typically be after the �rst call to � returns(if the
executionthatfollowscontainsaconditionalstatement,etc.).

Our algorithm startsby executing the procedurerun SMART
describedin Figure 5. The only differenceswith the procedure
run DART of Figure2 is the initialization of a setof summaries
and of a context stack,which is usedto recordthe sequenceof
callingcontexts for whichsummariesstill needto becomputedfor
the currentexecution,and is also usedto resumeexecutionin a
previouslyvisitedcallingcontext.

The main functionality of SMART is presentedin Figure 6.
The key differencewith DART is that function calls and re-
turns are now instrumentedto trigger and organizethe compu-
tation of function summaries.Whenever a function � is called,
SMARTinstrumentedprogram checkswhethera summaryfor �

is alreadyavailable for the currentcalling context. This is done
by checkingwhetherthe currentconcretefunction input assign-
ment satis�es one of the preconditionscurrently recordedin the
summaryfor � .

If so,this summaryis addedto thecurrentpathconstraint,and
the executionproceedsby turning backtrackingoff in � andany
function below it in the call-�o w graphof � . The latter is done
throughthe useof a boolean�ag backtracking. Backtrackingis
resumedlater in the currentexecutionpath when � returns:this
is donein the elsebranchof the conditionalstatementincluded

SMARTinstrumentedprogram� stack
�

6�7� =
// Randominitializationof uninitializedinputparametersin 6

7

�

for eachinput = with 6�.� =
� unde�neddo 6�.� =
� = random���

Initialize memory
�

from 6

7

� and 6�

// Setupsymbolicmemoryandprepareexecution
� � � 1 	� 1)�
1 	 6

7

�!�

� = � � // Initial programcounterin �

� =  // Numberof conditionalsexecuted
(*) backtracking= 1 // By default,backtrackatall branchpoints
// Now invoke � intertwinedwith symboliccalculations

� = statementat( � ,
�

)
while ( �+* 	[] abort

�

halt
h

) do
match ( � )

case( 1 % � ):
� = � + � 1 	� evaluatesymbolic���

� � �

�����

� = evaluateconcrete���

� �

�

�

=
�

� � 1 	���
� ; � = � � �

case( � �����
� �2 

�#" �	�

�

�

�

�

):
,

= evaluateconcrete���

� �

�

� = evaluatesymbolic���

� � �

���

(*) if backtracking then
if

,

then
path constraint = path constraint -2& �/'

� = �

�

else
path constraint = path constraint -2& neg � �#�0'

� = � � �

if ( ���1� stack � ) then stack = stack -2&
 3'

� = � � �

(*) case( �

�

��
 
 
 ): // call of function �

if backtracking then
if ( 6��	 summary��� � ) then

// Wehave asummaryfor � in context 6
�

path constraint = path constraint -2& summary��� �0'

// Execute� withoutbacktrackinguntil it returns
backtracking = 0
if ( ���1� stack � ) then stack = stack -.& �/'

� = � � �

else
// Proceedto computeasummaryfor � in context

6

�

Push���

�

6�

�

�F� ontocontext stack
� = � � �

(*) case( �

���

�

���

�

" ): // returnof function �

if backtracking then
// Stopthesearchin �

// Generatesummaryfor thecurrentpath
add to summary( � ,path constraint)
return SMARTsolvepath constr( � ,path constraint,stack)

else
if (Top(context stack) = ���

� �

� ) then
backtracking = 1
// Extendthesetof inputsby thereturnvaluesof �

�

=
�

� � 1 	� 1)�
1 	

�

1A�2/#� summary��� � ���

� = � � �

� =statementat( � ,
�

) // Endof while loop
if ( � ==abort) then

raiseanexception
else// � ==halt

(*) if backtracking then
���

� �

��� Top(context stack)
add to summary( � ,path constraint)

return SMARTsolvepath constr( � ,path constraint,stack)

Figure6. SMART instrumentedprogram



SMARTsolvepath constr( � ,path constraint,stack) =
�

� ��� �

(*) ���

�

6�

�

� �A� � Top(context stack)
while (

�

* � � )
if (stack[

�

] = 0) then
�

()/�� �!15���2/ 4�( ��� /2�

�

� = neg(�

( /�� �21
�f�2/ 4#( � � /5�

�

� �

if (�

()/�� �!15���2/ 4�( � �3/2�  

�

I'I#I

�

�

� hasasolution 6�

�

) then
stack[

�

] = 1
return � �

�

stack �  

I I

�

�

�

6� � 6�

�

�

else
�

�

�

� �

else
�

�

�

� �

(*) if ( � � !  ) then
Pop ���

�

6�

�

� � � from context stack
return � �

�

stack �  

I I

�
� � � �'���

�

6�7�

return �
 

� �

� // Thisdirectedsearchis over

Figure7. SMART solve pathconstr

in the
�

�

� �

�

" case,wherethesetof inputs(in the functioncalling
� ) is alsoextendedwith the setof returnvaluesappearingin the
set �

1A�2/#� summary��� � � of postconditionsincludedin thesummary
summary��� � currentlyavailablefor � .

If no summaryis availablefor thecurrentcalling context, this
calling context is saved by pushingit onto the context stack,and
the algorithm will computea summaryfor it by continuingthe
searchdeeperin the called function � . Whenbacktrackingis on
andtheinner-mostfunctionterminateseitherona returnstatement
ora 4�`��
3 statement,add to summary( � ,path constraint) computes
a summaryfor � andthe last pathexecutedasdiscussedin Sec-
tion 4.2.Notethata functionsummaryfor � includesin itself sum-
mariesof lower-level functionspossiblycalledby � itself.

After computinga summaryfor the currentfunction and ex-
ecutionpath,SMARTsolvepath constr, presentedin Figure7, is
calledto determinewherethealgorithmshouldbacktracknext. The
only differencewith the similar procedureusedin DART is that
whenbacktrackingin a speci�c function � andcalling context 6�

is over, the searchresumesin the last calling context saved in the
context stack.

4.4 Correctness

The correctnessof the SMART searchalgorithmis de�ned with
respectto theDART searchalgorithm,thusindependentlyof aspe-
ci�c theory � representingthe reasoningcapability of symbolic
execution.Speci�cally, wecanprove that,for any program� con-
tainingexclusively statementswhosecorrespondingconstraintsare
in a givendecidabletheory � (i.e., for which the�ag completeal-
ways remains1), the SMART searchalgorithmprovides exactly
the sameprogram path coverage as the DART searchalgorithm.
Thus,for thoseprograms� , every feasiblepaththat is exercised
by DART is alsoexplored,albeitcompositionally, by SMART; and
conversely, every compositionalexecutionconsideredby SMART
is guaranteedto correspondto a concretefull executionpath.For-
mally, wehave thefollowing.

THEOREM 2. (RelativeSoundnessand Completeness)Givenany
program � andtheory � , run SMARTterminateswithoutprinting
“Bug found” if andonly if run DARTterminateswithoutprinting
“Bug found”.

Proof: (Sketch)Theterminationof eitherrun SMARTor run DART
without printing “Bug found” implies that the �ag completere-
mainsequalto 1 throughoutthesearch(otherwisethesearchdoes
not terminate).This in turn impliesthatall theprogramstatements

in � generateconstraintsthatarewithin thescopeof thetheory �

usedby bothsearchalgorithms.
Let

�

� � � denotethe maximumdepthof an executionpath � .
Thus,

�

� �-� is alwayslessor equalthanthedepthof the (acyclic)
call-�o w graph (*) of program � . The proof is by inductionon

�

� �-� . Thebasecasefor executionspaths� suchthat
�

� �-� � � is
immediatesincetheSMART searchalgorithmthenreducesto the
DART searchalgorithm.The inductive casefor executionspaths

� suchthat
�

� �-�/� � is proved by showing thatevery symbolic
executionperformedby the DART searchalgorithmis simulated
by asymbolicexecutionof theSMART searchalgorithm,andvice
versa,given that whenever a lower-function � is called,we know
by applyingtheinductive hypothesisto thepartof � inside � that
any symbolicexecutionperformedby DART is representedby a
SMART summary, andviceversa.

Even in the caseof programs� containingexclusively state-
mentswhosecorrespondingconstraintsareall within thescopeof
thegivendecidabletheory � (i.e., for which the �ag completeal-
waysremains1), it is in generalnotpossibleto guaranteethat

run SMARTterminatesby printing“Bug found” if andonly
if run DARTterminatesby printing“Bug found”.

Indeed,if the numberof executionpathsis in�nite, the different
searchorderusedby SMART andDART doesnot guaranteethat
bothsearcheswill eventually�nd thesamè S�P5W

3 . If therearemul-
tiple `

S�P5W

3 s, bothsearchescouldalso�nd �rst different `

S�P5W

3 s.
However, whentheset � � 	 �
�
� �%� of executionpathsof � is �nite,
then both searchesare guaranteedto �nd an `

S�P5W

3 if thereis a
reachableone.Moreover, by computingsummariesfor runsending
in an `

S�P
W

3 statementasfor runsendingin a 4�`��53 statement,all
`

S�P5W

3 s canbethenbefoundby bothsearches.
For programs � containingstatementswhosecorresponding

constraintsarebeyondthe scopeof thegiven decidabletheory � ,
a searchin its feasibleprogrampathsis in generalincomplete.
The SMART and DART searchesmay then behave differently
becausetheir searchordervary, andcallsto thefunctionrandom()
to initialize unde�ned inputs may return different values,hence
exercisingthecoderandomlydifferently.

Nevertheless,a corollary of the previous theoremis that the
SMART searchalgorithmis functionallyequivalentto DART, in
the sensethat it still satis�es the conditionsidenti�ed in Theo-
rem 1 characterizingthe correctnessof the DART searchalgo-
rithm (andof its variousimplementations[GKS05,CE05,SMA05,
YST

�

06]). Formally, wecanprove thefollowing.

THEOREM 3. Considera program � as previouslyde�ned. (a) If
run SMARTprintsout“Bug found” for � , thenthere is someinput
to � that leadsto an abort. (b) If run SMARTterminateswithout
printing “Bug found,” thenthere is no input that leadsto an abort
statementin � , andall pathsin ���
	
���R� �%� havebeencovered(but
notnecessarilyall explicitly exercised).(c) Otherwise, run SMART
will run forever.

Proofof (a) and(c) areimmediate,while (b) follows directly from
Theorem2.

In summary, SMART is functionallyequivalentto DART and,
typically, whatever test inputs DART can generate,SMART can
too, althoughpossibly much more ef�ciently . How much more
ef�cient (hencescalable)canSMART becomparedto DART?This
questionis addressednext.

4.5 Complexity

Let
,

be a boundon the maximumnumberof distinct execution
pathsthatcanbecontainedin any function � of theprogram� . If a
function � doesnotcontainany loop,suchaboundis guaranteedto



exist, althoughit canbeexponentialin thenumberof statementsin
thecodedescribing� . If � containsloopswhosenumberof itera-
tionsmaydependonanunboundedinput, thenumberof execution
pathsin � could be in�nite, and sucha bound

,

may not exist.
Notethat,in practice,abound

,

canalwaysbetrivially enforcedby
simply limiting thenumberof executionpathsexploredin a func-
tion, i.e.,by limiting thesizeof summaries;thisheuristicshasbeen
shown to work well in thecontext of interproceduralstaticanalysis
(e.g.,see[BPS00]).

Givensuchabound
,

, it is easyto seethatthenumberof execu-
tion pathsconsideredby a SMART search(while the�ag directed
is keptto 1) will beatmost �

,

, where� is thenumberof functions
� in � , andis thereforelinear in �

,

. In contrast,thenumberof exe-
cutionpathsconsideredby a DART search(while the�ag directed
is kept to 1) canbe exponentialin �

,

, asDART doesnot exploit
programhierarchyandtreatsaprogramasasingle,“�at” function.
This reductionin the numberof exploredpathsfrom exponential
to polynomialin

,

is alsoobservedwith compositionalveri�cation
algorithmsfor hierarchical�nite-statemachines[AY98].

Although SMART can avoid systematicallyexploring all the
possiblyexponentiallymany feasibleprogrampathsin � , it does
requirethe useof formulas M

�
representingfunction summaries

which canbe of size linear in
,

, and the useof theoremproving
techniquesto checksatis�ability of thoseformulas,with decision
procedureswhichcan,in theworstcase,beexponentialin thesize
of thoseformulas,i.e., exponentialin

,

. However, while DART
canbe viewed asalwaystrying to systematicallyexplore all pos-
sibleexecutionpaths,i.e., all possibledisjunctsin M#� ���




M

 ,

SMART will try to checkthe satis�ability of M
� in conjunction

with additionalconstraintsgeneratedfrom a calling context of � ,
andhencetry to �nd just oneway to satisfythe resultingformula
usinga logic constraintsolver. This key point is illustratedby an
examplein thenext section.

5. Exampleand CaseStudy
5.1 A SimpleExample

Considerthefunction �

P@U

`53A6 whosecodeis asfollows:
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Givenastring T of maximumsize� (i.e, T

� 8 � isalwayszero),there
areatmost J
� possibledistinctexecutionpathsfor thatfunctionif U

is non-zero(andatmost � if U is zero).Thosepathsare & line5:else' ,
& line5:then;line6:then' , & line5:then;line6:else;line5:else' , etc.In
short, the set of all JR� possibleexecutionpathscan be denoted
by the regular expression: & (line5:then;line6:else)� (line5:else �

(line5:then;line6:then))' for  !�� !.� � � �R� .
Thereare � � � possiblereturnvalues,namely-1 (for the �

pathsof theform & (line5:then;line6:else)� (line5:then;line6:then)'
for  �! � !�� � ���R� ), and  

�

�

�

I'I#I

�

� � � �R� , eachreturnedby
thepath & (line5:then;line6:else)� line5:else' where� is equalto the
returnvalue.

Now, considerthefunction 3

P�� whichcallsthefunction �
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In thefunction 3

P
� , thereare3possibleexecutionpaths:& line15:then' ,
& line15:else;line16:then' and & line15:else;line16:else' .

Following thecall to �

P@U

`53@6 , theoutcomeof thetestat line 15
is completelydeterminedby thereturnvaluefrom function �

P@U

`53@6

storedin � . In contrast,the test at line 16 constraintsthe next
element9R8

�AV

3 ����	CB � in thestring 9R8

�AV

3 andits outcomedepends
on the valuestoredat that address.That input valuecould either
be equalto ����� or not, exceptfor 9R8

�AV

3 ����� which we assumed
to be zero.Therefore,for the whole program � composedof the
two functions3

P�� and �

P@U

`53@6 , thereare �
� � � possibleexecution
paths: � executionsterminateafter the thenbranchof line 15, �

executionsterminateafter the thenbranchof line 16, and � ���

executionsterminatein line 17.Thus,thenumberof feasiblepaths
in � is (roughly)theproductof thenumberof pathsin its functions

�

P@U

`53A6 and 3

P�� .
A DART searchattemptsto systematicallyexplore all possi-

ble executionpathsandwould thusperform �
� � � runsfor this
program.In contrast,a SMART searchwill systematicallyexplore
all possibleexecutionpathsof thefunction �

P@U

`53@6 and 3

P�� sepa-
rately. Precisely, a SMART searchcomputingfunctionsummaries
asdescribedin Section4.2would computeJR� pathsummariesfor
function �

P@U

`53@6 , whosefunction summaryM
�

would thenbe of
theform

M
�
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�  ��� � �'�
	 ���
�  ���� �  A� 	[���
� �!��� �'��� 4#�5/+���R�

�5/ �

I

Then, the SMART searchwould explore the feasibility of the 3
pathsof thefunction 3

P
� using M
�

to summarizefunction �

P@U

`
3@6 .
For this example,SMART would thenperform JR� ��� runs,i.e.,
thesumof thenumberof pathsin its functions�

P@U

`
3@6 and 3

P�� .
Observe how the address��	CB is de�ned relative to � andthat

its absolutevalue“doesnot matter” (aslong as � � ��� � � ) when
proving the satis�ability of the constraintgeneratedfrom the test

9R8

�AV

3 ����	CB ����?������ andof its negation.This is capturedby the
SMART algorithm,whichwill not attemptto try all possibleways
to satisfy/violatetheseconstraints(asDART would),but will only
�nd oneway to satisfythose.

This observation explains intuitively the signi�cant speed-up
that SMART can provide when comparedto DART, while still
providing the samepath coverage,henceguaranteeingthe same
branchcoverageaswell (100%branchcoverageis achievedin this
example).

5.2 CaseStudy

We have developedan implementationof the SMART searchal-
gorithm for the C programminglanguage,extending the DART
implementationdescribedin [GKS05]. We report in this section
somepreliminaryexperimentswith a subsetof a challengingex-
ampleof program,which actuallymotivatedthe developmentof
SMART in the �rst place.This exampleis oSIP, an open-source
implementationof the increasingly popular protocol SIP. SIP,
which standsfor SessionInitiation Protocol, is a protocol for
call-establishmentof multi-mediasessionsover IP networks (in-



Packet size

Runs

8754 6 10

400

SMART

DART

91

300

200

100

0

500

32

800

700

600

Figure8. ExperimentalcomparisonbetweenDART andSMART

cluding “Voice over IP”). oSIP is a C library freely available at
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� . It consists
of about30,000linesof C code.Two typical applicationsareSIP
clients(suchassoftphonesto make calls over the internetfrom a
PC)andservers(to routeinternetcalls).SIPmessagesaretransmit-
tedasASCII stringsanda largepartof theoSIPcodeis dedicated
to parsingSIPmessages.

WhenrunningtheDART implementationdescribedin [GKS05]
on the oSIPparseras a whole, very low branchcoverageis ob-
tained:about1%. (Extendingthetheory � usedin that implemen-
tation to also reasonaboutpointer in/equalities[SMA05] or bit-
level operations[YST � 06] wouldnothelphereastheinput is sim-
ply a (non-null) pointer to a packet whosecontentis unknown.)
An examinationof the branchcoverageachieved andof the code
which is never exercisedrevealsthat this poor coverageis dueto
inability of this DART implementationto reasonaboutstrings.By
extendingthe decisionprocedure� to includea simpletheoryof
arraysandby instrumentingproperlystandardstring-manipulation
functionslike T

3

W7U
�

\ , T

3

W�U � � , etc.,branchcoveragecanthenbe
extendedto about30%afterabout12 hoursof DART search.Af-
ter this, the DART searchis stuckagainaround30%, for another
reason:the searchis now “lost in space”.Indeed,an execution
pro�le of the DART searchrevealsthat mostof the backtracking
performedis concentratedin a few low-level functionscalledover
andover againby theoSIPparser. An exampleof sucha function
is P@T

9

� U

�

W7T
�

`

U

6f;

U

4�`

W �AT

E , which essentiallyremoves blank
spaces(andalsoothercharacterssuchas �

�

3 � , �

�

W

� , �

�

8 � , etc.)
at thebeginningof a string T . Sucha function introducesanenor-
mousamountof executionpaths:whenever it is called,thesizeof
thesearchspaceis multiplied by almostthenumberof its feasible
executionpaths,in a way similar to whatis observedin thesimple
examplediscussedin 5.1.

Figure 8 presentsthe numberof runs neededby DART and
SMART to fully exploreall the feasibleprogrampathsin a subset
of the oSIPparsercodecontainingthe function P@T
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� U

�

W�T �

`

U

6

mentionedabove. Experimentswereperformedfor several, small
packet sizes.Runtimeis linear in the numberof runs for those
experiments.As is clearfrom Figure8, SMART canfully coverall
the feasibleprogrampathsof this examplemuchmoreef�ciently
thanDART. In fact,for thisexample,theSMART searchis optimal
in thesensethatits numberof runs(andruntime)grows in a linear
waywith thesizeof theinputpacket.

6. Discussion
6.1 On UsingBranch Coverageto Limit the Search

Another way to limit the “path explosion” problem in a DART
searchis simply to allow backtrackingonly at branchesof condi-
tionalstatementsthathaveneverbeenexecutedsofar. If � denotes
the numberof conditionalstatementsin a program � , the num-
berof executionpaths(runs)exploredby sucha“branch-coverage-
driven” DART searchis trivially boundedby J�� , i.e., is linear in
theprogramsize.

Thedrawbackof this naive solutionis obviously thatfull feasi-
ble pathcoverage is no longerguaranteed,evenfor programscon-
taining only statementswith constraintsin � . This, in turn, typi-
cally reducesoverall branchcoverageitself, and thuschancesof
�nding bugs.Indeed,eachbranchis attemptedto be executedin
a typically muchsmallernumberof contexts (programpaths),and
somebranchesmayfail to beexercisedin thoseparticularfew con-
texts.

Thispoint is illustratedwith thefollowing example.

O7P

9RQi:

PAP

; 9R8@3_=�Z[9'8@3i\CE ]

9R8A3i=��@9

T

� �@6

W7P

Z \��@9

T

���@6

W7P

c

B 9
:^;>=@?A?HDFE 3H47658i=��@9

T

���@6

W7P

? Bdc

�

6 �

T

6j=��@9

T

���@6

W7P

?iDfc

�

�

9
:^;>\@?A?HDFE 3H47658i\��@9

T

���@6

W7P

? Bdc

�

6 �

T

6_]

�

\��A9

T

� �@6

W7P

?�D�c

�

9
:<;>=��@9

T

� �@6

W7P

Ej3547658.`

S7P5W

3�; E c

�

h

�

h

If � and � are32-bitsinteger inputs,thevery �rst run of this pro-
gramusingrandomvaluesfor inputs � and � will likely have non-
zerovaluesfor both � and � , andhencewill take theelsebranches
of all threetests.This�rst runis denotedby & line1:else;line4:else;
line7:else ' . The last teston line 7 will not be backtracked as it
doesnot involve an input. Thus, the next test to be backtracked
will be the test on line 4, and the secondrun will force � to be
zeroto take the thenbranchof that test.Thesecondrun is thus: &

line1:else;line4:then' . Thenext backtrackingpoint will beat the
teston line 1, andthenext runwill force � to bezeroto explorethe
thenbranchof thattest.Assuming� is still zero,thethird runis thus

& line1:then;line4:then' wherethethenbranchon line 4 is taken.
With a “branch-coverage-driven” DART search,no backtracking
will take placein line 4 after the third run sincebothbrancheson
line 4 have alreadybeencovered.Thus,thefourth possibleexecu-
tion path & line1:then;line4:else;line7:then' will notbeexercised.
This meansthat thethenbranchof line 7 wil never beenexplored
andtheabortstatementwill bemissed.

In summary, usingbranchcoverageto guidebacktrackingis a
simpletechniquefor limiting “path explosion” but at the price of
oftenmakingthesearchincomplete.

In contrast,SMART reducesthe computationalcomplexity of
DART without sacri�cing full pathcoverageandhenceprovably
without reducingbranchcoverage.

6.2 Better Summarieswith Loop Invariants

In thepresenceof loops,loop invariantscouldbeusedto generate
moregeneralandcompactfunction summariesthanthosegener-
atedby thepath-by-pathprocedurefor computingsummariespre-
sentedin Section4.2.



For instance,consideragain the function �
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`53@6 shown in
Section5.1.Insteadof thefunctionsummary
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Indeed,the latter is independentof any maximumsize � for the
string T .

While inferring loop invariantsis known to bea hardproblem
in general,it might be possibleto designgoodheuristicsto infer
suchinvariantsfor frequentpatternsof loops commonlyusedin
speci�c typesof programs,suchasscanningan input packet for
a speci�c value in a protocol implementation.Concretevalues
known at runtimecouldalsobeusedin thiscontext to facilitatethe
detectionof “partial” loopinvariants,i.e.,simpli�ed loopinvariants
thatarevalid only whensomeinputvariablesare�x ed.

7. Conclusion
DART [GKS05], andcloselyrelatedwork (e.g.,[SMA05, CE05,
YST� 06]), is a promisingnew approachto automaticallygenerate
testsfromprogramanalysis.Actually, DART canbeviewed[GK05]
asoneway of combiningstatic(interfaceextraction,symbolicex-
ecution)anddynamic(testing,run-timechecking)programanal-
ysis with model-checkingtechniques(systematicstate-spaceex-
ploration) in order to addressoneof the main limitations of pre-
vious dynamic,concrete-execution-basedsoftware model check-
ers (such as VeriSoft [God97], JavaPathFinder[VHBP00] and
CMC [MPC� 02], amongothers),namelytheir inability to auto-
maticallydealwith inputdatanondeterminism.

But DART suffers from two major limitations.First, its effec-
tivenesscritically dependson thesymbolicreasoningcapability �

available.Whenever symbolicexecutionis not possible,concrete
valuescanbeusedto simplify constraintsandcarryon with asim-
pli�ed, partialsymbolicexecutionasexplainedin Section2. Ran-
domizationcanalsohelpby suggestingconcretevalueswhenever
automatedreasoningis impossibleor dif�cult. Still, it is currently
unknown whetherdynamictestgenerationis really thatsuperiorto
statictestgeneration,that is, how oftenusingconcretevaluesand
randomizationhelpsin practice.More experimentswith different
examplesof applicationsareneededto determinethis.

Second,DART suffersfrom the“pathexplosion”problem:sys-
tematicallyexploring all feasibleprogrampathsis typically pro-
hibitively expensive for largeprograms.This paperaddressesthis
secondlimitation in adrasticway, by performingdynamictestgen-
erationcompositionallyandeliminatingpathexplosiondueto in-
terproceduralprogrampaths(i.e.,pathsacrossfunctionboundaries)
withoutsacri�cing overall pathor branchcoverage.

Our approachadaptsknown techniquesfor interprocedural
staticanalysisto thecontext of dynamictestgeneration.It is worth
noting that implementationsof interproceduralstaticanalysisare
typically bothincomplete(maymissbugs)andunsound(maygen-
eratefalsealarms)with respectto falsi�cation [GK05]. In contrast,
our compositionaldynamictest generationis performedin such
a way to preserve the soundnessof bugs[God05]: any error path
foundis guaranteedto besound– no“f alsealarm” is ever reported
by DART or SMART, by design,asevery compositionalsymbolic
executionis groundedinto someconcreteexecution.Theonly kind
of imprecisionin our approachis incompletenesswith respectto
falsi�cation: wemaymissbugs.

The idea of compositionaldynamic test generationwas al-
readysuggestedin [GK05]; the motivation of the presentpaper
is to investigatethis idea in detail. Other recentrelatedwork in-
cludes[CG06], which proposesand evaluatesseveral heuristics
basedon light-weightstaticanalysisof function interfacesto par-
tition large softwareapplicationsinto groupsof functions,called
units.Thoseunitscanthenbetestedin isolationwithoutgenerating
too many falsealarmscausedby unrealisticinputsbeinginjected
at interfacesbetweenunits. In contrastwith the presentwork, no
summarizationof unit testing,nor any globalanalysisis ever per-
formedin [CG06].Bothtypesof techniquescanactuallybeviewed
ascomplementary. We refer the readerto [GKS05] for a detailed
discussionof otherautomatedtestgenerationtechniquesandtools,
andto [GK05] for adiscussionof otherpossibleDART extensions.

In closing,webelieve it is anexciting timeto bedoingresearch
in programanalysis:althoughmostof thebasicideasbehindpro-
gramanalysisandautomatictestgenerationhave oftenbeenpub-
lisheddecadesago,thecomputationalpower availableon modern
computersmakestheimplementationandengineeringof theseold
ideasfeasible(or not sofar-fetched)for the �rst time. As tremen-
dousprogresshasbeenmadeduring the last10 yearsin theengi-
neeringof practically-usableautomatedcodeinspectiontoolsusing
staticanalysis,we believe a big challengeandopportunityfor the
next 10 yearsis to automatesoftwaretesting(asmuchaspossible)
usingadvancesin programanalysis,likethosedescribedin thispa-
per, andtakingadvantageof thosepowerful computers.
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